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Introduction

This database system is designed for collection and storage of data from COMET
devices. It allows:

Loading the database with data downloaded from data acquisition systems or
dataloggers

Online data collection from ethernet sensors and from data acquisition systems MS6,
MS55

Compression of online collected data

Backing up the database

Viewing data from the database in tabular and chart format

Print and PDF output as tables and charts as well

Output table data to CSV (MS Excel compatible format)

Viewing data from different devices at a time and their comparing on one chart

Viewing online values from ethernet sensors and online values from data acquisition
systems MS6 and MS55

Acoustic and visual signalization of alarms

Alarming via SMS texts and emails "=

Actually it supports:

Acquisition systems: MS3+, MS4+, MS5, MS6 and MS55

Dataloggers of series: RXXXX, SXXXX, LXXXX

Dataloggers with printer: T-PRINT, T-PRINT-2, G0221, G0841 and G0241
Portable instruments COMMETER of series Dxxxx

Ethernet sensors of series: TxxxX, HxxxX, P85xx, P86xx, Txxxx-CO2, Hxxxx-CO2

Attention:
Primary data source of measured values from data acquisition systems and dataloggers
are downloaded files. Never delete original *.msx , *.mss and *.msb files!
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1 Preparation of database system

The database (the data store; place where all records are being saved) is the base of the
system. It is necessary to install database server and create the database of the system on it.
You can choose one from supported database servers.

These database servers are supported:
e MySQL Database Server of version 5.0, 5.1 a5.5
1.1 Installation of MySQL database server

e Microsoft SQL Server of Versions 2005, 2008 and 2008 R2
1.2 Installation of Microsoft SQL Server

1.1 Installation of MySQL database server

Database system is able to work with MySQL database server of version 5.0 (from
version 5.0.37),5.1a5.5.

Installation instructions assume that MySQL server will be installed under operation
system Windows XP, Vista, 7 or Server 2003/2008 and that there is not installed any instance
of MySQL server on the computer yet.

If there is already installed an instance of MySQL, you can skip this chapter and use that
server. You will need to know the password for MySQL server administrator account
(username: root).

Note: you must be logged as user with administrator rights (member of windows group
Administrators).

Step by step instructions how to install MySQL server:

1) Download the installer of latest MySQL Community server from:
http://www.mysql.com/downloads/mysql/
Choose MSI installer either 32-bit or 64-bit according to your OS bit version.
Older MySQL versions 5.1 and 5.0 you can find here:
http://www.mysal.com/downloads/mysql/5.1.html

2) Lunch downloaded installer.


http://www.mysql.com/downloads/mysql/
http://www.mysql.com/downloads/mysql/5.1.html

3)

4)

5)

Skip the first welcome page by button Next to the page Setup type. Choose Custom type
of installation and continue by the button Next.

i MySQL Server 5.1 - Setup Wizard

Setup Type /
Choose the setup type that best suits your needs,

Please select 3 setup type.

O Typical
-— Common program features will be installed. Recommended for

eneral use,
o g
LS

) Complete

w— All program features will be installed. (Reguires the most disk
T

Lo "'.: space.)

— Chioose which program features you want instaled and where they
ol - F will be installed. Recommended for advanced users.
[ 1

[ < Back “ Mext = ] [ Cancel ]

Check up path for installation and for data files location on page Custom Setup. Paths
must not contain characters out of ASCII (e.g. German AiOsUii or Sweedish d etc.).
Mysql installer doesn’t work with character set and if some special characters is included
in the path, then creation of MySQL service will crash with message ,,Error 0%.

If there are other characters in the path then a..z, A..Z, 0..9, (space)!"#3$%&'()*+,-
1;<=>?@[\]*_“{|}~ change them!

i MySOL Server 5.1 - Setup Wizard

Custom Setup /
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description
The MySQL Server's datafiles

=] gl MySQL Server <
MySQL Server Datafiles

= ~ | Client Programs
¥ | C Indude Files / Lib Files

This feature requires 980KE on
your hard drive,

Install to:

C:\Documents and Settings\all Users'Data aplikad\MySQLMySQL Server 5.1 I
— cl

[ < Back ” Mext = ] [ Cancel ]

Finally, continue by clicking on the button next.

Confirm installation by the button install on the following page. The installation process
will take a time now. Confirm continuation of the installation several times by Next
button until you get to the page Wizard completed.



6) Check if the choice Configure the MySQL Server now is selected and continue by the
button Finish.

i MySQL Server 5.0 - Setup Wizard

Wizard Completed

Setup has finished installing MySOL Server 5.0, Click Finish to
exit the wizard,

Configure the MySQL Server now
Use this option to generate an optimized My3QL config
file, setup a Windows service running on a dedicated port
and to set the passward For the root account,

= Back  Finish | Cancel

7) Use button Next to skip welcome page of configuration wizard, then choose Standard
Configuration and continue by the button Next.

MySQL Server Instance Configuration Wizard
MySQL Server Instance Configuration
Configure the MwSQL Server 5.0 server inskance. .

Please select a configuration bvpe.

(" Detailed Configuration

4 Choose this configuration kype bo create the optimal server sekup for
this machine.

(+ Standard Configuration:
@ Use this only on machines that do not already have a MySQL server

inskallation, This will use a general purpose configuration For the
server that can be tuned manually.

« Back | Mext = | Cancel




8) Leave everything without changes on the following page and continue by the button
Next.

MySQL Server Instance Configuration Wizard

MyS0L Server Instance Configuration

Configure the MwS0L Server 5.0 server inskance,

Please set the Windows options,

v Install As Windows Service

e T

3 This is the recommended way to run the MySQL server
(r.' on Windows.
Service Mame: MMy SOL -

[v Launch the MySQL Server automatically

[~ Include Bin Directory in Windows PATH

Check this option to include the directory containing the
server [ client executables in the Windows PATH wariable
50 they can be called from the command line.

< Back. | Cancel |

9) Create new password for MySQL server administrator account (its username will be
root) and enter it here. Enable the access from other computers in the network for this
account as well. Make a note of the password because you will need it later! Then
click the button Next.

MySQL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MwSQL Server 5.0 server inskance,

Please set the security options.

[+ Modify Security Settings

‘ Mew rook passward: hibkkik Enter the root passwaord,
[roat | Confirm: R Retype the password.

[¥ Enable root access From remote machines:

[ Create &n Anonymous Account

This option will create an anorymous account on this server, Please
note that this can lead to an insecure system,

< Back | Mext = | Cancel |

10) Run the configuration process by the button Execute. MySQL server installation is
finished at the moment but there is still one step left: You have to allow TCP/IP port
3306 on the firewall to be able to connect to the database server from other computers in
the network. Allow port 3306 — MySQL standard port on the firewall. How to do it you
can read in chapter 8.1 Allowing TCP port on windows firewall. Also remember, that
there can be other firewalls running on your computer and also some anti-virus programs
contains firewalls.



1.2 Installation of Microsoft SQL Server

Database system is able to work with Microsoft SQL Server of versions 2005, 2008 and
2008 R2.

Installation instructions assume that Microsoft SQL server will be installed under
operation system Windows XP, Vista, 7 or Server 2003/2008 and that there is not installed
any instance of Microsoft SQL server on the computer yet.

If there is already installed an instance of supported Microsoft SQL server, you can skip
this chapter and use that server. You will need to know the password for SQL server
administrator account (username sa) or any other database account in sysadmin server role.

Note: you must be logged as user with administrator rights (member of windows group
Administrators).

Step by step instructions how to install Microsoft SQL server:
1) Download last Microsoft SQL Server release from:
http://www.microsoft.com/express/Database/InstallOptions.aspx

Overview Installation Options

SQL Server 2008 R2 Express Installation Options

2 spedialized edition? Check out the options below and download vour selection.

Database Only Management Tools Database with Database with

Management Tools Advanced Services
Full-Text Se
2) Lunch downloaded installer SQLEXPR32_x86_ENU.exe.
3) Choose New installation
4 SQL Server Installation Center El@
Planning h Mew installation or add features to an existing installation.
- Launch a wizard to install SQL Server 2008 R2 in a non-clustered environment or to add
e tallation features to an existing 5QL Server 2008 R2 instance,

Maintenance

- E’ Upgrade from SQL Server 2000, SQL Server 2005 or SQL Server 2008
ools
Launch a wizard to upgrade SQL Server 2000, SQL Server 2005 or SQL Server 2008 to 5QL
Resources Server 2008 R2.
LTI sgil Search for preduct updates
Options Search Microsoft Update for SQL Server 2008 R2 product updates.
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http://www.microsoft.com/express/Database/InstallOptions.aspx

4)  After some processing you will get to the page Licence Terms. Confirm | accept licence
terms check box and continue by clicking Next button.

5) On the following page Feature Selection leave everything as is and click the button Next.

%4 5QL Server 2008 R2 Setup EI@
Feature Selection

Select the Express features to install.

Setup Support Rules Features: Description:
Feature Selecti -

ure selection Instance Features Server features are instance-aware and have
Installation Rules Database Engine Services their own registry hives. They support
Instance Configuration SOL Server Replication multiple instances on a computer,

Shared Features
5QL Client Connectivity SDK
Redistributable Features

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reperting

Installation Configuration Rules
Installation Progress

Complete

Select All H Unselect All ]

Shared feature directory: Ch\Program Files\Microsoft SQL Server\, E

H

[ < Back ’ Next > ] Cancel ” Help ]
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6) On the page Instance configuration check Default instance and continue by clicking on
the button Next.

4 SQL Server 2008 R2 Setup EI@

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Setup Support Rules @ Default instance

. S
TR RET ) Mamed instance: SQLExpress
Installation Rules
Instance Configuration
Disk Space Requirements Instance ID: MSSQLSERVER
Server Configuration —
Datsbase Engine Configuration Instance root directory:  C\Program Files\Microsoft SQL Server',
Error Reperting
ln=tallatinlGontiueationlRule SL Server directory:  C:AProgram Files\Microsoft SQL Server\MSSQL10_50.MSSQLSERVER
Installation Progress
Complete Installed instances:

Instance Mame Instance ID Features Edition Version

l < Back II MNext » J I Cancel I I Help

7) On following page Server Configuration set this:
- NT AUTHORITY\NETWORK SERVICE as account for SQL Server Database Engine
- NT AUTHORITY\LOCAL SERVICE as account for SQL Server Browser
- Automatic startup type for both services

12



Then continue by clicking Next button.
5 5QL Server 2008 R2 Setup = (==

Server Configuration

Specify the service accounts and collation configuration.

Setup Support Rules Service Accounts | Collation

License Terms

. Microsoft recommends that you use a separate account for each SQL Server service,
Feature Selection

Installation Rules Service Account Name P.. Startup Type
Instance Configuration SQL Server Database Engine NT AUTHORITY\METWORK SERVICE Autornatic | v
Disk Space Requirements 5L Server Browser MT AUTHORITY\LOCAL SERVICE Sutomatic -
Server Configuration

Database Engine Configuration -
Use the same account for all SQL Server services ‘

Error Reperting
Installation Configuration Rules
Installation Progress

Complete

(o] (et [poneet ) [ptice

8) On the page Database Engine Configuration select Mixed Mode (you will be able to use
both: windows accounts and username—password for connection to SQL server).
Then create new password for SQL Server system administrator account (its username
will be sa). Make a note of the password because you will need it later!
Then you have to add one windows account which will also act as SQL server
adminstrator (like sa SQL server account). It is recommended to add local administrator
windows account.

13



Continue by clicking on the button Next.

5 5QL Server 2008 R2 Setup = (==
Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules Account Provisioning | Data Directories | User Instances | FILESTREAM
Feature Selection

Installation Rules Specify the authentication mode and administrators for the Database Engine.

Instance Configuration Authentication Mode

DekSpacalRequisments ) Windows authentication mode

Server Configuration

@ Mixed Mode (SQL Server authentication and Windows authentication)]
Database Engine Configuration

Error Reporting Specify the password for the SQL Server system administrator (sa) account.

Installation Configuration Rules Enter password:

Installation Progress

Complete Confirm password

Specify SQL Server administrators

Administrator (Administrator) SQL Server

administraters have
unrestricted access to
the Database Engine.

Add Current User l | Add... | [ Remove l

P—
l < Back ’ Mext > ] Cancel l ’ Help

9) Skip the next page Error reporting by clicking the button Next.

10) Installation will spend some time now. Then click the button Close to finish the
installation process.

11) Now it is needed to enable TCP/IP protocol for SQL Server (it enables to connect to the
SQL Server from remote PCs — needed for Database Viewer).

Run: Start = All programs - Microsoft SQL Server 2008 R2 - Configuration
Tools = SQL Server Configuration Manager

Choose SQL Server Network Configuration - Protocols for MSSQLSERVER.
Right-click on protocol TCP/IP and choose Enable

5ql Server Configuration Manager El@
File Action View Help
=% E=H
'@ 50L Server Configuration Manager (Local) Protocel Mame Status
o SQL Server Services W~ Shared Memory  Enabled
a _E_ SQL Server Network Configuration ¥ Named Pipes Disabled
E‘F Protocols for MSSCQLSERVE R TCP/P P
» Bb 5QL Native Client 10.0 Configuration o Enable ‘
- Wovia [
Disable
Properties
Enable selected protocol.
Help
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Finally it is needed to restart SQL server. Choose SQL Server Services. Right-click
on the SQL Server (MSSQLSERVER) and choose Restart.

5ql Server Configuration Manager
File Action View Help

A ARARENE S ? BRCRONORG!

[o e =]

‘@ S0L Server Configuration Manager (Local)
[ SQL Server Sewices¢
a _E_ SQL Server Network Configuration

Ef Protocols for MSSQLSERVER
3 .. SQL Mative Client 10.0 Configuration

MName
@ SQL Server Browser

3 SQL Server (MSSQLSERVER) c

@j S0L Server Agent (MS5QLSER!

4 L

Restart (stop and then start) selected service.

12) Another step is to enable SQL Server Browser.

This service will allow to search SQL Server instances by computer names (you will not need to now the

TCP port of SQL Server)

Note: This step is not needed if you didn’t forget to set automatic start type for SQL

Server Browser during installation (step 7).

State
Stopped

Start
Stop
Pause 3

Resume

Restart ‘ —

Properties

Help

If you have closed SQL Server Configuration Manager then open it again:
Run: Start = All programs = Microsoft SQL Server 2008 R2 >
Configuration Tools = SQL Server Configuration Manager

Choose SQL Server Services. Right-click on the SQL Server Browser and choose
Properties. Switch to the tab Service. Find Start Mode and select Automatic.
Confirm by the button OK. Finally right-click on the SQL Server Browser

15



again and choose Start.
Sql Server Configuration Manager EI@

File Action View Help

&5 | 2|E=H ®
‘@ 5QL Server Configuration Mapager (Local) Name State
E| SQL Server Services + -

I 0 SQL Server Browser
4 _E_ S0L Server Metwork Configuration

B Protocols for MSSQLSERVER b SQL Server (MSSQLS at last ?
rotocols for =
T8) SQL Server Agent (M Stop :
. & 5QL Native Client 10.0 Configuration QL Server Agent | ;
ause
1 | LUl | Resume ¥
Opens the properties dialog box for the current selection. Restart
Properties ‘
i Help e
SQL Server er Properties oF |[ =]
| Log Onl Service |Advar1ced
B General
Einary Path “Ch\Program Files'\Microsoft SQL §
Error Contral 1
Exit Code 1077
Host Mame PC-2009-01
Mame SQL Server Erowser
Process ID 0
SQL Service Type SQL Browser
Manus
State Automatic
Disabled
Manual
Start Mode
The start mode of this service.
) .

13) Finally, it is needed to allow TCP port for SQL Server and UDP port for SQL Server
Browser on Windows firewall.

Since you follow these instructions, then You have only one instance of SQL
Server on the computer and this instance standardly uses port 1433. So, allow
the TCP port 1433 on windows firewall. How to do it you can read in chapter
8.1 Allowing TCP port on windows firewall.

14) SQL Server Browser uses UDP port 1434. Use instruction in 8.1 Allowing TCP port on
windows firewall, but when you will enter port number don’t forget to switch from TCP
to UDP!

Also remember, that there can be other firewalls running on your computer and also
some anti-virus programs contains firewalls.
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2 Using program Database Administration
Utility

N

DLDB

The program Database Administration Utility is the utility for managing the database
system. Primarily, you will use it for creation of the database in database server. Then you
will have to use it for administrating user accounts. Not the least function of Database
Administration Utility is configuring and controlling the SOAP server which serves as online
collector of measured values from sensors and data acquisition systems. You can read about
all Database Administration Utility functions in chapter 2.3 Functions of program Database
Administration Utility

2.1 Installation of program Database Administration Utility

Installation is simple with help of the installer. It is strictly recommended to install the
Database Administration Utility on the same computer where you have installed database
server. Lunch the installer and proceed through the installation.

Note: you must be logged as user with administrator rights (member of windows group
Administrators).

CEAdminLItl-1.
4.0.41

2.2 Using Database Administration Utility for creation of the

database on the database server

Creating the database on database server is the primary function of the Database
Administration Utility. Find the program icon and run it.

N

Database
Administration
iility

Login dialog will be displayed at first. Enter database connection parameters (more info

17



in chapter 8.2 Entering database connection parameters), but don’t choose the database at this
moment.

If MySQL database server used:
Enter root as the User name and as the Password enter the password that you entered

during MySQL installation:

fManager 1.1.0.0 (DLDB API version: 2.0.0.0])

Server lype; G_MySE!L Server 5.0.37 [or higher) ﬂ)
Server name: u‘l 921681118 )

Part number;  |3306

User name: (loot

xxxxx

Password:

Database: | j

Create database ‘ Test ‘

0] ‘ Cancel ‘

If Microsoft SQL server used:
Select SQL Server Authentication, enter sa as the User name and as the Password enter

the password that you have entered during Microsoft SQL server installation.

During installation you also added minimally one windows account into database system
administrators list. If you have executed program under this user you can also use Windows
authentication mode. If you choose this, then you will not enter User name and password.

Manager 1.5.06 (DLDB APIversion: 4.0.4.0) Manager 1.5.06 (DLDBE API version: 4.0.4.0)
' —
Server type: |Microsoft SOL Server 2005 [or higher) ﬂ Server type: |MicmsoﬂSQL Server 2005 [or higher) ﬂ
Server name: |[|Dc:a|] j Server name: |[Iocal] ﬂ
Authentication: |SQL Server Authentication j Authentication:
User name: |58
§ Pazzword: 1 y
Databaze: | ﬂ Databaze:
Create database ‘ Test ‘
[ ‘ Cancel ‘

At this moment you can use button Test to verify if you have entered correct database
connection parameters. If parameters are OK, then message Database name is not entered
will be displayed. Otherwise the program will inform you that it is unable to log in the server.

If parameters are OK, create some database name and enter it into the field Database.
Use characters a..z, 0..9 only and instead of character space use character underline ,, “.

18



Remember, number can not be the first character (valid examples: test 01,

database system,...)

Database: |my_database ﬂ

Click on the button Create database to execute creation process of the database. After
successful creation of the database following message will be displayed:

Information

\!I) Database was succesfully created.

Creation of the database is finished now.

2.3 Functions of program Database Administration Utility

In the previous chapter, we have used the program Database Administration Utility for
creating new database only. Now and also at any time later you can reenter database
connection parameters, choose already created database from Database list and press the OK
button to get to the database administration. How to enter database connection parameters is
explained in chapter 8.2 Entering database connection parameters.

Manager 1.4.0.44 (DLDB API version: 3.1.0.0)

Server type: | MySEL Server 50037 [or higher) ﬂ

Server name: |'| 27.0.01
Part number:
User narne:

Password:

Database; |EelEla =Rl

Program Database Administration Utility serves for administrating the database and for
administrating services and tools associated with the database. There is menu (tree structured)
on the left side. Using this menu you can enter all program functions.

The program will switch on page Home after start. At the top of this page you will find
basic information about the database: Its name, version and possible there may be a message.
For example, that the database should be updated to the new version. Furthermore, there is a
quick overview of Windows services. You can quickly switch on or off them in this overview.

2.3.1 Section Services
It includes tools for administrating Windows services associated with the database.
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Important: In order to configure and control services, it is necessary to have the
program running with Windows administrator privileges. In Windows Vista and later, when
the program starts, you will be automatically prompted to enter an account with administrator
privileges. In Windows XP, you must run the program as follows: right-click on the program
icon, choose run as... and enter the administrator account.

Administration of all services are the same in practice. You’ll find information about
service status (running/stopped) here. Buttons for control and configuration of the service.
Main part of configuration parameters of the service and the log of the service finally. There
are stored information about service start, service stop and all error messages in the log. This
log will especially help when solving problems

pped. < senice status

Stark | | Feconfigure | L |

Service configuration: Entry point HTTP listening port: 50001
Mader at port: COM1

Service control: Service status: Service is st

{ control buttons |

part of configration info

/———— event log

Service event log: Tvpe D ate time: Message /
@ Information 11.12.2012 17:54:59  Service stopped...
* Double click on row 0 Ermor 11.12.2012 175446 Connecting to modemn failed (erorcode; 1034 description: Modem not found on the specified serial port
szl @) Information 14.12.2012 17:5409  Service started...

2.3.1.a Service SOAP Server

=1 Services

SOAP Server
T Alarrn Motifier Server
Smsz Sender Server
B Email Sender Server

This function serves for configuring and controlling the SOAP server. SOAP server acts
as online collector of measured data from ethernet sensors and data acquisition systems MS6
and MS55. It is the only way how to fill the database with measured data in case of sensors.
In case of data acquisition systems it is possible to do the data collection online via SOAP
server but also by downloading the record from device.

If SOAP Server Configuration is used for first time then the Server must be activated.
Click the button Activate full version (the only one enabled on tab) and enter the license key:

If DBS Sensor Monitor was purchased then make the registration this way:
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LICENCE CARD

_ —
Program Registration
0g €g1 Program: DBS Sensor Monitor

Download: www.cometsystem czianglish/download-dstabase. him

Company: |YDurcumpanyname

Database Viewer key Number of icences:
/_ SOAP Service key 9‘?‘?9‘?99‘? Mumber of licances: 1
KEy’Z ATy *—_ Manufacturer's authorization

« OK. | ¥ Cancel |

Reénov pod Radhostém,

Software licence agreement
among COMET SYSTEM, s.r.o. and the program user

If DBM MS Logger program was purchased then make the registration this way:

Program Registration | LICENCNiI KARTA

Tutd lesnéni kartu peclivé uschovejte!

Company: |Y0urcompanyname

H Program: DBM MS Logger Program
g wnload: www. cometsystem.cz/download-database. htm

- PP o
Key: — Jrereeees Kiig. 73222272 Pocet licenci: 1
Ok | % Cancel Paotvrzeni vyrobce

RoZnov pod Radho&tém,

Licenéni ujednani

mezi firmou COMET SYSTEM, s.r.0. a uzivatelem programu

Tento

licenénim ujednanir

1. Ziskdanim, pouZiv

muhlacita 3o lcta of tatn lnankal ciadedel - 1

Use the button Reconfigure for the server configuration. Configuration wizard will be
executed where you will be asked for entering listening TCP port, database account and
processing thread count.

Port 80 is recommended as listening TCP port, but you have to be sure, that there is no
other application using this port on the computer. Especially HTTP server like Apache or 1IS
use this port (port 80 is standard for HTTP). Finally remember to allow entered TCP port on
firewall (explained in chapter 8.1 Allowing TCP port on windows firewall)!

As database account you have to use account with read/write privileges (explained in
chapter 2.3.2.b User administration). Leave the value 8 in Processing thread count. Increasing
this value leads to increasing the SOAP server performance, but it is the question of tuning
SQL server.

Buttons Start, Stop allows you to control the SOAP server. When you start the service
you should check the SOAP server diagnostic by clicking on the button Diagnostic.

2.3.1.b Service Alarm Notifier Server

=-[(71 Services
&% SOAF Server
)
Smz Sender Server
B4 Email Sender Server

Alarm Matifier Serser
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This function allows you to configure and control the service Alarm Notifier Server. This
service watches the database and analyses requirements for sending notification for the
system Alarming via SMS texts/emails.

Press the button Reconfigure to enter the configuration. Editor of configuration will be
opened:

Alarm Notifier Service configuration

User account for database connection SMS5/Email Sender Services ports:
" windows authentication S5 Sender destination TCP part: 50001
Email Sender destination TCF port: 50002
( SOL Server authentication: SOL uzers
£ sa Diagnostic port:
i test_user3 Listening TCP port for diagnostic: 50010
&2 wyroba_db
F

Logs about successfull operations

[ e— | Open folder with outgoing SM5 messzges logs ‘

Open falder with cutgaing emails logs ‘

v fctivate advanced settings Ok | Cancel |

It is necessary to enter the database account that the service will use for database
connection. This account must have read/write acces to the database. More about database
accounts you can read in chapter 2.3.2.b User administration.

You can enable advanced settings by choice Activate advanced settings. It will activate:

Settings of destination TCP ports for SMS Sender and Email Sender services. This
setting is necessary to change only if default ports 50001 and 50002 are occupied by another
application only. But this will force the change of listening ports at SMS Sender and Email
Sender services so that they would be identical.

Settings of TCP port for diagnostic. Again, this is necessary to change only if default
port 50010 is occupied by another application. Web diagnostic is accessible at this port.

Buttons for opening the folder with logs about sent SMS texts and emails. It is useful to
view the logs in case when solving problems. You’ll find out if the service really correctly
analyzed the alarm and forwarded the message to the sending service.

2.3.1.c Service SMS Sender

=1 Services
&% SOAF Server

"i" Alarm Matifier Server

Smz Sender Server

Ermnail Sender Server

This function allows you to configure and control the service SMS Sender. This service
1s responsible for sending SMS texts to recipient’s cellular phone using modem. It works in
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the way that it listening on TCP port (default settings of listening port is 50001) and it sends
all received correct requests to the recipient specified in the request.

Press the button Reconfigure to enter the configuration. Editor of configuration will be

opened:

SMS Sender Service configuration

Modem connection

Part: lm
Baud Rate: | 9600 hd
Data Bits: m
Parity: lm
Stop Bits: lﬁ

Other Modem Settings
[~ Enter PIM [left dizabled if S1M without PIN)

[ Enter SM5C [if disabled SMS5C stored in SIM will be used)

—

Send Dielay: 1 Seconds
Send Retry: 1
Timeaout: 10 Seconds

Entry point configuration
Listening TCF port: 50001

Service overload notification

[ Enable service overload notification

—
|
—

Debug log
[~ Enabled

Open log folder

Logs about successfull operations

Debug log will contain detailed dump of commurication with modem.

Enable this function only when solving problems because thiz
function slows down SMS Sender.

Open folder with successfuly received messages logs |

Open folder with successfully sent messages logs: |

It is necessary to correctly set parameters for modem connection in section Modem
connection. You must select correct COM port to which the modem is connected. You can
use Device manager in operating system Windows to find out available COM ports. Right-
click on the icon Computer and choose Properties. Then find the item Device manager:

o~

Control Panel Home

# Device Manager

# Remote settings

Windows edition

#d Svstermn orotection

Windows 7 Enterprise

l\../“\‘:/l |_'5.i v Control Panel » System and Security » System

View basic information about

[ R Ty T Y -,

=y Device Manager
File Action View Help

% = HE 1

=N EoR===)

75" Ports (COM & LPT)
'?7 Komunikaéni port (COML) -
'?7 Port tiskarny (LPT1)

'?7 USE Serial Port (COM4) = _USB-COM adapter

Next you must select correct communication speed. Usually the default speed of modem
IS 9600 bauds. Also, rest of parameters (Data Bits, Parity, Stop Bits) are preset as they usually
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are being set as default setting of the modem.

If the SIM card is secured by PIN code, then enable choice Enter PIN and enter the PIN
code.

If there is not set Short Message Service Center in the modem, then enable the choice
Enter SMSC and enter phone number of the Center. Phone number of SMSC you can find out
at your telephone company.

You can enable advanced settings by choice Activate advanced settings. It will activate:
In section Other Modem Settings:

Send Delay — minimum time delay between sending two consecutive SMS texts

Send Retry — maximum number of retries of sending if sending fails

Timeout — time limit for serial link communication

In the section Entry point configuration, there is setting of TCP port for listening. It is
necessary to change it only when default port 50001 is already occupied by another
application. In this case you must set identical port in configuration of Alarm Notifier service
as well.

In the section Service overload notification, there is configuration of system for alerting
in case when the service is congested with large number of request. Because sending of one
SMS text may take a few seconds, then it is possible that the service will be congested if too
many requests come in a short time. Here you can set whom to send alerting SMS text (you
can enter multiple phone number separated by a semicolon) in case that the service accepted
but still did not manage to send more than specified number of SMS texts. Moreover, it is
necessary to specify how often the warning message will be sent if the service remains
congested.

The service divides requests into three priorities: Normal, High and the highest Service.
You can choose from priority Normal and High at profile configuration. The highest priority
is used for sending maintenance messages — e.g. system Service overload notification or
testing messages. This make sure that maintenance messages will be handled preferentially.

In the section Debug log, you can enable debug logging of the service. Then the service
will write detailed dump of communication during its operating. But this function slows down
the operation of the service. Therefore it is advisable to turn it on only when troubleshooting.

In section Logs about successful operation, you will find buttons for opening folders
with logs about successfully received request for sending and successfully sent messages.
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2.3.1.d Service Email Sender

-1 Services
&% S04AF Server
T Alarm Motifier Server
Smz Sender Server

A} E il Sender Server

This function allows you to configure and control the service Email Sender. This service
is responsible for sending emails to recipient’s mailbox using SMTP server. It works the same
way as the service SMS Sender. Default TCP port for listening is 50002.

Press the button Reconfigure to enter the configuration. Editor of configuration will be
opened:

Email Sender service configuration

Connection to SMTP Entry point configuration
Server. Listening TCP part; 50002
Part: 25
|dzer nanne: Debug log
[ Enabled Enable this function anly when solving problems
Password: becauze thiz function slaws down Email Sender.

. . Open log falder
[ Secure connection required [S5L]

[~ Use STARTTLS command i
Logs about successiull operations

Open folder with successfuly received messages logs |

Email zettings

From: |Emai|Sender@Emai|Sender Open folder with successtully sent messages logs |

Subject: |Emai| Sender meszage

I pou wwant other then default tests in "From'' and "'Subject"
parts of email, then edit theze.

v ifctivate advanced sethings Ok ‘ Cancel ‘

It is needed to set parameters for connection to SMTP server in section Connection to
SMTP. You can use your company SMTP server (ask you network administrator for required
values). Or you can use some of public email provider. Following example shows settings
with use of SMTP from Google (gmail.com):

Connection to SMTP

Server

Fart:

Uszer name:  |myemail@gmail com
Password:  |mypassword

Iv Secure connection required [S5L1)

W Use STARTTLS command

In section Email settings, you can change texts, that will be shown in warning email as

items “From” and “Subject”.
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You can enable advanced settings by choice Activate advanced settings. It will activate:

In section Entry point configuration, there is setting of TCP port for listening. It is
necessary to change it only when default port 50001 is already occupied by another
application. In this case you must set identical port in configuration of Alarm Notifier service
as well.

In the section Debug log, you can enable debug logging of the service. Then the service
will write detailed dump of communication during its operating. But this function slows down
the operation of the service. Therefore it is advisable to turn it on only when troubleshooting.

In section Logs about successful operation, you will find buttons for opening folders
with logs about successfully received request for sending and successfully sent messages.

2.3.2 Section Database configuration
You will find tools for setting database behaviour and security.

2.3.2.a Device / channels properties

=11 Database configuration

A& Uszer administration

=] Online acquistion compress sethngs

Devicelchannel: properties

This tool primarily allows you to rename devices and its channels. You can give user-
friendly name to any device/channel in the database. This name will be displayed everywhere
in Database Viewer where device serial number / channel technical label was displayed
before.

In addition, there is SMS name in channel properties. If this name will be entered, then
instead of technical label or instead of user-friendly name it will be shown this text in warning
SMS text. And this text will not include device name. This is due to limitation of SMS text
length. It is very useful to create the shortest SMS names as possible.

Another function is enabling / disabling devices and channels for viewing. For example,
when you cancel monitoring from some device and you don’t want to see this device and its
values in Database Viewer, then switch off Enabled for viewing checkbox.

The setting How to recognize online acquisition fault applies only online monitoring via
SOAP Server. This sample frequency delay is here due to used SOAP protocol, which rely on
HTTP and TCP/IP protocol. If you make the online data collection from sensors / data
acquisition systems via internet then samples from sensors will probably never come exactly
on time.

For example when some sensor has sending interval 10 seconds and this settings is set to
2 drop-outs by default then samples which came in times: 12:00:00; 12:00:10; 12:00:20 are
considered to be correct logging. But when samples came in times: 12:00:00; 12:00:14; 12:00:50
then interrupted logging will be recognized between 2™ and 3 sample. In most cases default
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settings is acceptable and don’t need to be changed.

You can get useful information about sensor location in the network from Last sample
obtained from IP.

When you have chosen channel of sensor of channel of data acquisition system, then you
are able to adjust compression configuration for current channel — select Adjust it for current
channel. When you left Use default / quantity-unit predefined selected then compression
configuration will be inherited from global configuration. See 2.3.2.c Online acquisition
compression settings to read more about this topic.

e JULL Hinam intput 2

- UL Binany intput 3
e OB BN Online acquisition compress configuration:

-l 09980075 - regulatar
et T ErripiEratuire [T
Felay output 1

* Usze default / quantity-unit predefined

Relay output 2
e JUL Binamy intput 1 ™ Adjust it for current channel: 0.30000
| B!na[_lrl !ntput 2 li?.ﬂﬂ
- UL Binany intput 3

OB Alams

2.3.2.b User administration

=1-[™1 Databaze canfiguration
EZ: Device/channels properties
B 13| zer administration

g Online acquisiion compress settings

It is advisable to create at least two users for database system: writer and reader and then
to add them access rights this way: writer has rights for read and write, reader has rights only
for reading.

The administration has two lists: User accounts (marked with number 1 on the picture
below) and Users with access to actual database (marked with number 2 on the picture
below).

User accounts on server: Users with access to actual database:

uzer ~ uzer reader| wuriter | global|
I Ao s | |0 v
!ﬁ JPASTOREKASOLS erver2005M SSOLL serd)-PASTOREK M S . ﬁ J-PASTORERMS QLS erver2005M550LUse v

Add read/vnite access B |

!ﬁ JPASTOREKASOLS erver2005M SFTEU serf)-PAS TOREK $MS 42 reader v
€7 J-PASTOREKNASPHET 4m Dery acces from user | £ COMETSYSTEMipastarek v v
Lﬁ reader Lﬂ wariter v v
€7 COMETSYSTEM\jpastorek ,_ﬂ test_userd v W
Lﬁ wiriter Lﬁ wproba_db v v
£ NT AUTHORITYASYSTEM
!ﬁ COMETSYSTEMACOMET Wivojéfi w
< >

Create uzer account |

Delete selected user accourt |

Change password |

A

User accounts list displays all user accounts on the database server. Below are buttons
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for creating new user, deleting existing user and changing the password for existing user. Be
careful that you have selected known user (especially when deleting user or changing
password) — program allows deleting and changing password for all users on server (except
root and sa user).

The list Users with access to actual database displays users who can view or insert data
into actual database. Next to the User column are columns reader and writer. If the user have
in reader columns tick and don’t have tick in writer column then this user has rights for
viewing the database only. If the user have tick in both reader and writer column then he has
rights for viewing and also for inserting data to the database.

You can add read-only or read/write access rights to any existing user in User accounts
list by buttons between this list: first select user in User accounts list and then click the
button. You can also deny access rights for user who already have some rights to the
database: first select the user in Users with access to actual database list and then click on the
Deny access from user button.

A

If some user in Users with access to actual database list has gray tick in global column
then this user has access rights globally. It means that the user has global rights for all
databases on the server (e.g. user root on MySQL or user sa on MSSQL will be the one for
sure, because root/sa user has all rights to all databases, because it is database server
administrator). If another user than root/sa is in the list with global tick, then the only way to
deny the access to the database for him, is to completely delete him from the database server
by the button Delete selected user account. Remember, you must be sure that this user is not
used in another project on SQL server!

If using Microsoft SQL Server installed with Windows authentication support only be
very careful! You must not delete that windows account which you have added into database
system administrators list during installation, because then there will be no sysadmin user and
you will not be able to administrate the database and whole server.

2.3.2.c Online acquisition compression settings

=1-[1 Databaze configuration
: Device/channels properties
A% User administration

= B Orling acquizition compress settings

This compression applies only to online acquisition from sensors and online data
collection from acquisition systems. It will not influence data obtained by downloading record
in any way. Data-loss compression should be better title, because it works in such a way that
insignificant data samples are not stored into history.

It is very useful to use this compression because it reduce amount of data stored into the
database. If the compression is enabled, then it is able to set minimal sending interval of
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SOAP messages in sensors without worrying that the database size will grow rapidly.
Minimal sending interval (10 seconds) guarantee that there will be the most fresh values in
online data monitor (3.4 Viewing online data)

There are compression settings where maximum allowed analog value bias and
maximum sample gap must be set. If new incoming value is inside bias interval from the last
stored sample and if the last stored sample is not older then maximum sample gap then this
new sample will not be stored:

o
5 : i i
E max. allowed bias - 0,2°C
e max. sample gap - 40 seconds
20,5
o
o
(o]
®
20,0 ®-
o o
O Q- @i o] )
® Q0@
19,5
)
12:00 12:01 12:02 12:03

®/0  incoming samples (10 seconds sending interval) time

) value will be stored into history
o value will be lost

Here, in configuration of online acquisition compression, you can enable / disable
compression and adjust its configuration for each quantity-unit combination separately.
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o> Database Administration Utility 1.5.0.6 (DLDB APl version: 4.0.4.0) =

Database name:  storage_system_2
Verzion: 4.0

Motice:

Devicedchannels properties | S04P Server | User Administration | Backup | Upgrading | Databasze log | Deleting/compressing data  Online acquisition compress settings

Global switch for online acquisition compression:

Store walues of all channels when storage of one is needed: W #invaolve better look of table farmat view but worse compression
= doesn't apply for backward compresion with ''D eleting/compressing data” tool in thiz utility

Quantity (Urit] |z compreszion enabled? Max. gap | default? -
Temperature [*C) ,

Temperature [F) Mo 300 s Yes

Fielative huridity (%] Mo 1.0000000 300z Yes

Computed value - Absolute humidity (gm™3) Mo 0.3000000 300 = fes

Computed value - Specific humidity [g/kg) Mo 0,3000000 300z Yes

Computed value - Miking propartion [g/ka) Ma 0,3000000 300z Yes

Computed value - Specific enthalpy [k Aag) Mo 0,3000000 3002 Yesg

Computed value - Dew point ["C] Mo 0,3000000 300z Yes

Computed value - Dew point [F) Mo 0,:3000000 300 s Yes

Pressure [hFPa) Mo 10,:3000000 300z Yes

Pressure (PS1 M 11NN A0 = e T

& Use default

¢ Adjust it for selected Quantity [Unit): 030000
300 |

E it

Another option there is Store values of all channels when storage of one is needed. If this
option is selected, then when any channel of the device needs to be stored according to the
compression settings then all channels of the device are stored. It involves better look of table
format view but a little worse compression level.

This feature is not applicable on backward compression with Deleting/compressing data
tool on previous tab.

Example: Store values of all channels when storage of one is needed disabled:

D ate and time =
Temperature [*C] |F|elative hurnidity [%] |Absolute hurridity [g/rm ™3] |

08122010 14:01:34 4430

03122010 14:.0221 245 o

0312200 14:.0241 o

03122010 14:04:11 o 10,0
03122010 14:06:31 444 g

08122010 14.07.21 2486 o

0312200 140741 o

08122010 14:09.11 o 10.1
03122010 14:0351 447 o

03122000 141011 442 g

08122000 14104 447 o

03122000 14122 248 o

03122010 14124 o

Example: Store values of all channels when storage of one is needed enabled:
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08380017 - regulator
Date and time

Temperature ['C] | Relative humidity (%] | Absolute humidity (g/m”3)
10122010 15:4514 227 g 7
10122010 15:47.45 227 o 7.4
10122010 15:47:65 227 A g 7a
10122010 154815 227 3BAg 73
10122010 15:51:05 227 M3 73
10122010 155315 226 39E g 8.0
101220010 155325 2286 3o 73
10122000 15:5345 226 HE g a0
10122010 15:56:55 2286 400 g 2.1
10122010 16:01:55 226 401 g a1
10122010 16:0325 227 0.7 g 8.2
10122000 16:0336 227 180 85
10122010 16:03 48 228 08 o 8.3

You can also set acquisition compression configuration for particular channel in the
database. These settings you will find in channel settings, see: 2.3.2.a Device / channels
properties.

2.3.3 Section Database administration

You will find tools for backing up, restoring and deleting the database here. Also, you
can view the database log here.

2.3.3.a Backing up and restoring

=171 Database Administration

@ Backup
E& Upagrading
'unu' Deleteting/ compressing data

D atabaze log

Backing up / restoring is only available for MySQL Server. When using MSSQL we
recommend to use Microsoft SQL Server Management Studio.

If MySQL database server used:

Use the button Backup to backup the database. Backing up process can takes a few
minutes (it depends on how much data are in the database and on hardware). It is recommend
to run the backup when no user is using the database.

A

The button Restore can be used to restore the database. Keep in mind that this will
overwrite existing database completely, so be careful! Also, all users must be disconnected
from the database. If you’re not sure that there is no user using the database then you, for
example, can run the manager on the machine with database server and disconnect the
machine from the network or something similar: disallowing database port on firewall,
disabling TCP/IP communication on MySQL server, etc.

The best way how to restore the database is not to overwrite existing database but to
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create new one (described in chapter 2.2 Using Database Administration Utility for creation
of the database on the database server) and restore from backup into this data empty database.

If Microsoft SQL Server used:

In case of Microsoft SQL Server there is no tool for backing up in Database
Administration Utility. Microsoft SQL Server Management Studio enables you to make
backing up the best way. There is also option to set scheduled backing up in studio
(unfortunately not in Express version which is free).

To run the studio go to the Start = All programs - Microsoft SQL Server 2008 R2 2
SQL Server Management Studio.

. Microseft SQL Server 2008 R2 m  Devices and Printers

Default Programs

Help and Support

4 Back Windows Security

If it is not there, then you have to install it first. About installation you can read in
chapter 8.3 Microsoft SQL Server Management Studio installation.

The first what the studio will ask you to will be entering connection parameters. The
form is quite similar as from Database Administration Utility, so connect with sa (system
administrator) account:

gﬂ Connect to Server @

Microsoft®

2 SQLServer2008r2

Servertype: [Database Engine v]

Server name: PC-2009-01 -

Authentication: [SQL Server Authentication v]
Login: s3 -
Password: -

[7] Remember password

[ Connect ][ Cancel H Help ][ Cptions >> ]

How To Backup with Microsoft SQL Server Management Studio
Find you database in Object Viewer, right-click on it, choose Tasks and then Backup
Up....
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File

Edit View Debug Teools Window Community Help

A NewQuery | [0y | [y |5 0 | B ¢

Connect~ &3 &3 » 7 2] B
= PC-2009-01 (5QL Server 10.50.1600 - =a)
= [ Databases
[ System Databases
[] storage_syst
l] storage. syst Mew Database...
| tests New Query
[ Security Script Database as
[C3 Server Objects
[ Replication Lme d Detach...
3 Management Policies 3 Take Offline
Facets Bring Online
Start PowerShell Shrink »
Reports r Back Up...
Rename nestare 4
Delete Generate Scripts...
Refresh Extract Data-tier Application...
Properties Register as Data-tier Application...
Import Data...
Export Data...

In Backup Up form click the Add button to enter the file where the backup will be stored.
Then click the button OK to proceed the backup.

Connection

Server:
PC-2009401

Caonnection:
=a

Progress
Ready

.ig View connection properties

5 Sciipt ~ [ Help

Source
Database:
Recovery model:
Backup type:
Copy-only Backup
Backup component:
@ Database

Files and filegroups:

|storage_system

7

SIMFLE

L)

Backup set
Name:
Desgcription:

Backup set will expire:
@ After:
© On:

storage_system-Full Database Backup

o F| days

[2212.2010 I~ |

Destination
Back up to:
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How To Restore with Microsoft SQL Server Management Studio
In the Object Explorer right-click on the Databases node and select Restore Database....

~z Microsoft SQL Server Management Studio
File Edit View Debug Tools Window Community Help

2 New Query | [0y | [ | 5 B -
Object Explorer - 1 x
Connect~ 3y 3 E £
a Ijj PC-2009-01 (SQL Server 10.50.1600 - =a)
= L3 PEELFE
E@s Mew Database...
3 st Attach...
t
s | Restore Database...
[ te
£ Secur Restore Files and Filegroups...
C3 Serve Start PowerShell
3 Replig
3 Mana Reports 3

Refresh

On the Restore Database form enter new database name, select From device and search
file from the restoration is to be done. Then confirm restoration by checking column Restore
in the grid and click the button OK.

If you have selected to restore to existing database then you have to go to page Options
and confirm Overwrite the existing database.

| | Restore Database - storage_system_restored El@
Select a page ! )
Script - Hel
& General ‘;S & m ?
A Options
Destination for restore

Select or type the name of a new or existing database for your restore operation.

To database: storage_system_restored -
To a point in time: Most recent possible
Source for restore

Specify the source and location of backup sets to restore.
() From database:
(ﬁ From device: C:Memp'storage _system_2010_12_22__ 16_40bak E I

Select the backup ssts to restore:
= MName Componert  Type Server Databi
storage_system-Full Database Backup  Database Full PC-20059-01 storag

Connection

Server:
PC-2003-01

Connection:
B

3 View connection properties

Progress
Ready

(]| m 3
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2.3.3.b Upgrading

=11 Database Administration
Backup

& [

'u‘]l' D eleteting/comprezsing data

Dratabaze log

When you get newer version of Database Administration Utility then it is possible that
this version of program supports newer version of the database. In this case the manager will
inform you in the Notice label that the database is of an older version and that the database
should be upgraded. If this happens then you’ll find the button Upgrade database to the latest
version on Upgrading tab enabled.

It is strictly recommended to backup the database before executing upgrade
process! More info about backing up is in chapter 2.3.3.a Backing up and restoring.

A

Another think you have to figure out before upgrading is that after the upgrade the
database will be of an newer version and other programs which currently uses the database
(DBV Database Viewer, DBM MS Logger Program, DBL Logger Program) will not be able
to connect to this newer database. Hence you will have to reinstall all programs to their newer
version, so get all installers before running upgrade or don’t run the upgrade at all.

2.3.3.c Deleting / compressing data

A

This tool allows you to delete or compress data in the database. Be careful when using
this tool, because changes done by it are irreversible!

You can switch between two kinds of resolution:

- resolution on devices allows you to delete / compress data from selected devices (i.e.
when you select process all data, then whole device will be deleted from the
database)

- resolution on channels allows you to delete / compress data only from selected
channels.

To select the row use CTRL + Click on the row. Under the grid there you can choose if
you want to process all data or process only data older then entered date-time. Finally use
button delete to proceed deletion or button compress to proceed compression.

If compression task was chosen, then compression will be done according to online
acquisition compression settings (See chapter: 2.3.2.c Online acquisition compression
settings). But there is one exception: Option Store values of all channels when storage of one
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is needed will be ignored and data will be compressed as if this option would be disabled.

Additionally to compression: If whatever selected channel is channel of data acquisition
system obtained by record download or channel of datalogger, then data of these channels
will be left unchanged. The compression is only applicable for channels generated by online
data collection via SOAP Server (thus all sensors’ channels and online channels of data
acquisition systems MS6 and MS55).

2.3.3.d Database log

It is viewer of the database system log table. Errors during inserting data into the
database are logged here especially. If any problem occurs then information from this table
should help us to solve it.

Also, there is the button Export all log. If you would be solving some problem with our
support, you probably will be demanded to generate the log by this button and send it to us.

2.3.4 Section SMS/email alarming configuration
You will find functions for creating address book of recipients and configuration of

profiles for the system Alarming via SMS and emails. You will find more about this system
and step by step instruction how to create it in chapter 7 Alarming via SMS Texts and emails.

2.3.4.a Recipients administration

=11 Sms/Email Alarming configuration

F 13
;{: b oritored profiles

Recipientz adminiztration

This function allows you to create address book of recipients. Also, you can create
groups of recipient. You will be able to assign whole group to the profile instead of step by
step adding of particular recipients.

On the left side, there is list of recipients with buttons for adding, editing end deleting
(New, Edit, Delete). The list of groups is on the right side. You will add recipients to the
selected group by buttons “> “>> or remove them by buttons “<” “<<”.

You can send test SMS text or email to selected recipient or to all recipients included in
selected group by buttons Send Test... that are located below lists. But it is needed to have
running services SMS Sender / Email Sender. We recommend to use sending of test
messages. Thus you avoid the situation that real warning will not be delivered due to typo in
phone number or email address only.

2.3.4.b Configuration of monitoring profiles

=11 Sms/Email Alarming configuration
A4 Fecipients administration
;ﬁ Moaoritared |:|r|:lfi|E:E:
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Every monitoring profile can watch different channels, send warning in different cases
and to different recipients. So you can for example create profile that will watch raising of
alarm on all channels in the database and sends warning via email to the recipient X.
Consequentially, you can have another profile created that will watch raising and also quiting
of alarm on choosed channels and sends warning via SMS text to recipients in the group Y.
And so on.

Creating, editing and deleting profile allows buttons New, Edit and Delete. Profile editor
allows to:

e Enter the name of the profile — Name
e Select the situations in which to send notifications:
e when alarm starts — notification is sent when the alarm becomes active

e when alarms ends — notification is sent when the alarm is no longer
active

e every X minutes — notification will be sent periodically every X-th
minute, regardless of whether any alarm is active or not. This option is
suitable for periodical informative sending of measured data. Possibly,
it is also suitable for periodical sending of a maintaining message that
informs that the system is still in operation.

e Every X minutes if alarm remains active — notification will be sent
every X-th minute in case when the alarm remains active.

e Select the method of notification — by sending email, by sending SMS text —
Actions

e Increase its priority of SMS text. This is useful if you have created multiple
profiles and you want to be sure, for one particular profile, that its notifications
will be served in preference by the service SMS Sender in case of service
congestion.

e Choose channels to be monitored

You will add/remove recipients (or whole group of recipients) to the selected profile by
buttons “<”,”<<” / “>”’ “>>”.
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Monitored profiles

Selected profile info:

Mame: test profile

Send natification: when alarm starts / when alarm ends / every 1 minuntes

Actions; By email / By sms

| >

Profiles Binded recipients...
test

info

Binded groups of recipients...

54l

Edit | Delete |

Recipients and groups

Recipients ahd groups vou can
add/edit/delete in "Recipients
configuration’ section.

Recipients...

E¥

Groups of recipients...

i) (k)

To verify that the system is functioning properly, we recommend to create the testing

profile. In this testing profile will be selected “Send notification every 1 minute” and at least
one channel will be selected for monitoring. Example:

B Edit profile

Select ch

Is to be itored

5, B E order by serial number »

Send natification: [~ when alarm starts
[~ when alam ends

v every 1 minutes [ if alam remains active

Actions: [v send email

[ zehd SMS text

SHMS text zending prionty: ¢ narmal O high

Monitored profiles

Selected profile info:

Mame: 1 minute info
Send naotification: every 1 minuntes

Actionz: By email / By sms

Bindad recipients. ..

Prafiles »

Binded groups of recipients. ..

[W] ®ar 11964451 - CO2 ransmitter
[A5 Temperature [T
/5% Relative humidity (%)
O-%“F Dew paint [°C)
-4 02 ppm]

O C02 Level 1
e C02 Level 2
O CO2 Level 3

Recipients and groups

Recipients and groups you can
add/edit/delete in "Recipients
configuration’’ section.

Recipients. ..

KA RN N ES

Groups of recipients...

[

As you can see from the pictures, email and SMS text will be sent every 1 minute with

information about channel Temperature from the sensor with serial number 11964451 to the
recipient John Smith.
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This profile you can use for sending so-called maintenance message. Fix sending interval
for example to 180 minutes and every 3 hour you will obtain message that will inform you
that the system is still operating and functional.
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3 Using program Database Viewer

DLDB

The program Database Viewer serves for viewing data from the database. You can view
records from the database as tables and charts. You can print and export to PDF as tables and
charts. Also, you can export table data to CSV (useful for processing in MS Excel).

Great deal of this database system is that you can view records of any channel and any
device, which are stored in the database, all at once and compare it on one chart.

When using online data acquisition via SOAP Server (this applies to sensors and data
acquisition systems MS6 and MS55) then Database Viewer offers online visualization of
actual values and alarms.

3.1 Installation of Database Viewer

You can install Database Viewer on whatever computer in local network where is the
computer with database server or directly on this computer. To install it, run Database Viewer
installer on the computer where you want to use it.

Note: you must be logged as user with administrator rights (member of windows group
Administrators).

When the program is first time executed, then it will need to enter licence key:

| LICENCNI KARTA

Program Registration Tuto licensni kartu petivé uschovejte

Program: DBV Database Viewer

Download: www.cometsystem cz/download-database. htm

Kiic 2????7?7?? Polet licenci: 1

Company: IYour company hame

Key: 29922727

+ 0K ¥ Cancel l

Licenéni ujednani

mezi firmou COMET SYSTEM, s.r.0. a uzivatelem programu

o program je poskytovan dr2iteli autorskych prdv s ndsledujicim
" -

wisdninim  Zickinim  anobiubnie -

3.2 Database connection parameters settings

You have to set database connection parameters before using Database Viewer. This
settings are located in program Menu - Program - Connection Settings. How to enter
connection parameters is described in chapter 8.2 Entering database connection parameters.
You can use the user with read-only access to the database.
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3.3 Viewing history data from database

This chapter describes how to view history data from database. You have to do four
simple steps to obtain requested history data view from the database:

1) Switch to the tab History data from database

2) Choose channels whose records you want to view

3) Choose interval — time boundaries, data will be displayed within them

4) Click on the button View history data from database — data will be displayed as table

) Database viewer 1.4.0.57 (DLDE API version: 3.1.0.0) - TRIAL till 30.6.2010.

Program Options
., [ Histony data from databaze | Opline data
|<Nona> ﬂ ; o ] ]
y Ej iy
G BE el
7 « |30 o o~
+--O8 28 ¥ | Date and time
-8 29 Temperature ["C] | Relative humidity [%] | Relay output 1 Temperature [*C) Relative humidity %]
o EE .2_7,“” § | zzo82m0 1B 2134 40.2 | Closed 223 36"
A ;ZE';s::ﬂfm[dfj “ || z2082010 16514 2195 403 | Closed 23 335"
D4\~ Absciute humidty (g/m ™3] || 22062010 16:51:59 M3g 396 Cloged 223 290 "®
UL Relay output 1 || 22062010 16:52:09 2190 299 Closed 223 9a"
O Relay output 2 | [22.06.2010 165219 2180 405 | Closed 223 97"
LN Binary input 1 || 22082010 185229 2180 405 | Closed 23 a1 ®
EML gf”a"’ f""“: g 22062010 16:52:39 2184 404 | Closed 23 404 ®
JUL Binary input —
Oos Heguﬁat;‘ || 22062010 165243 Mig 404 Closed 223 404"
S | ) || 22062010 16:5259 2180 403 Closed 223 400"
[\ Temperatu || 22062010 165309 8o 40,2 |Closed 223 400"
A\~ Felalive hu || 22082m0 165219 2180 406 |Closed 223 399"
E"“" Dew poirt {'Cj || 22062010 165323 MN&g 404 |Closed 223 403 ®
Choose interval of data te show: || 22062010 165339 8o 415 Closed 223 407"
- || 22062010 16:53.43 2180 411 Closed 223 412"
tine + interval | rom tim totme | || 22002010 185259 E #11 | Closed 23 #,2°"
Interval || 2208200 165409 2180 416 Closed 223 12"
5 minutes b || 22062010 165419 Mig 411 Cloged 223 11"
date and time: || 22062010 16:54:29 8o 415 Closed 223 404"
[To =|[2z62m0 «|[Es52s = T | || 22062010 16:54:39 280 415 Closed 223 407"
— || 22062010 165449 2180 413 Closed 23 11"
Selected channels info: | [ 22.06.2010 16:54:59 218 41,2 Clozed 223 412"
First record: 18,06 2010 154514 || 22062010 165509 Mig 411 Cloged 223 11"
Last record: 22 06 2010 1655 29 || 22062010 165519 8o 415 Closed 223 11"
| b | 22062010 16:55:29 2180 415 Closed 223 11"
iew history data from database A
loaded in: 0 min. 0 sec. (31 rows)

3.3.1 How to choose channels whose data are to be viewed

Tree view, which is marked by number 1 on previous picture, provides it. The tree of
devices and their channels, which are in the database, is displayed here after launching the

viewer or clicking on the button Refresh 12y Any channel can be added into channels which
are to be viewed by enabling the field next to the channel:

o [/ analog channel
e ML binary channel
. o® alarm channel

o [ MME online analog and binary channel. Channels, whose data are collected
online via SOAP server, are marked with sign “LIVE”. All channels of sensors and
channels of data acquisition systems MS6 and MS55 whose data collection is online via
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SOAP server will be marked this way.
e [F-¥ the channel joined from online channel and record channel

o this channel is generated automatically when there is simultaneously running
online acquisition via SOAP server and filling from record (downloading from
device memory and export downloaded data to the database via program for
acquisition systems)

o actually, this channel is online channel and displays data obtained via online
acquisition. But in case, when online acquisition was interrupted (e.g. due to
ethernet network crash), missing data are appended with data downloaded
from record.

o Ifitis needed to analyze channels from which joined channel originate from,

then these channels are accessible at lower level:
=52 1 : Coolera] [*C)

LIWE
e

S

Clicking on field at device level selects / unselects all channels of the device:

o« O® datalogger device (eventually datalogger with printer or portable instrument
COMMETER)

O acquisition system device

o O~ sensor device — P85xx ethernet thermometers
e 00"~ sensor device — Txxxx series (Temperature, Relative Humidity, Pressure)

e 008 sensor device — Hxxxx series (Temperature, Relative Humidity, Pressure + Relay
output and Binary input)

o [0%& sensor CO2 device — Txxxx series(Temperature, Relative Humidity, CO2)

o [IBA sensor CO2 device —Hxxxx series (Temperature, Relative Humidity, CO2 +
Relay output)

3.3.2 Choosing of interval

This provides area for interval selection, which is marked by number 2 on the picture
above. Use this to set time boundaries of data to be viewed. You have two options how to
choose the interval:

e by entering one date-time and selecting length of the interval. In addition, it is possible to
choose whether requested interval shall start from or end to the selected date.

e By entering two date-times as from — to boundaries

You can use additional buttons to set a date-time to the first | or the last + sample
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date-time of data from selected channels in Tree view.

Finally, clicking on the button View history data from database will launch the process
of mining data from the database. This can take a short time or several minutes. It depends on
the amount of data which was selected (too many channels, too wide interval). This also
depends on hardware equipment. The program executes counting of selected data before
execution of mining data from the database. There are preset amount boundaries, when the
program warns and stops data mining process. This is useful in case of MySQL server,
because MySQL server doesn’t support interruption of running SQL statement.

3.3.3 Displayed data

This is labeled by number 3 on the picture above. You can view data in table format
here. Data are sorted chronologically from the oldest to the newest samples within selected
interval. First column of every view displays date-time of samples. The other columns
displays data of selected channels. There can be displayed red/yellow square next to the
analog or binary value, which informs that high/low alarm was on.

If alarm channel of any device is displayed then you can see that there aren’t its values in
every sample. It is because there are displayed only changes of alarms. For example, you can
see alarm channel of Hxxxx sensor on the picture below. There is only one sample in alarm
channel when alarm of Temperature channel arose. Alarm channel shows states of all alarms
in device at the sample date and time.

|<N0ne> ﬂ =N uﬁ History data from database ] Orline data
el
By =] 1 T~
e s & B
O\~ Relative humidiv 2 & | | pate and fine o g ®
O\ &bsolube humidity [g/m™3) Felative humidity [%] |Tlansmitter alarms
EM— Fielay output 1 | 22082010 164302 03
EIJUL g;":f; ?:;Et‘;z | 2208200 164312 0.2
DI Binary input 2 || 22062010 1E43 22 412
OUL Binary input 2 || 22082010 16:43:40 41297 LERHLECY SEP 18
- [ o= Requlator alams | 2208200 184349 411"
= @w- 30 || 22062010 16:4359 #q2"
LIV Temperature ['C) 22.06.2010 16:44:09 52"
[ \p- Relative humidity [Z] — o =
DI/ Dewpeint () || 22082010 15244219 12 -
OB Transmitter dlarms v || 2206200 164429 412

If monitoring is interrupted (i.e. sensor is disconnected from the network and then
connected back again) then whole row of starting sample (first sent sample after sensor
reconnection) is marked by red color. See example on the picture below.

43



¢Manes ﬂ w; v_ﬁ Hizstory data from database ] Online data
s B &
L 25 | Date and time &l 1
-0l 24 Temperature [T) |Flelative hwarnidity [7) Regulatar alarms
- ma l\w . e () > [ 22082010 17:28:33 215 4105
Ao o i 7] | 22082m0 172803 25 114
O~ Dew pairt [T | 22062010 17:28:53 215 104
O Relay output 1 22.06,2010 17:23.03 215 414
OJUL Reday output 2 *22.05.2010 17zzz [ oo s e
O UL Binary input 1 [ | 22082000 173239 214 e
Eﬁ g:::g ::ﬁﬁ:g | zz082010 173247 21.4 145" TORHICYE PO NEoE
OB Reguiator slams || 22082000 17:3249 2.4 445
£SO R || 22062010 17:32:59 214 124
w8 29 || 22082000 17:33:09 214 11 g
I I AL ¥ ] zz 082010 17:33:19 214 406 g

To print with preview, print or export viewed data to the PDF, CSV use these buttons:

B S ERRE

To switch from table view to chart view use button . You will be able to view, and
also print, viewed data as graphical visualization in curves:

ﬂ Database view

BRED 5@ hEHfRT RO

#EOd W 08 w
X % X X Database view
01V [ === 7" Sensor & Temperature ['C] M5
02 [ =— [ Sensor B Tempsraturs on o a1
(Ul T I Il I < =nsor C Temperature ['C] 205
04. v 71" Sensor C Binary input 3 0
285
28
285
28
ars
27
Sefies hd 265 =
Property Value 26
Line . 25
Color [ [ .
Show at Legend W ves
245
Title
ShowMarks [ Mo 24
Mark 235
23
225
4] Dueni
4] Closed
13:15:00 13:20:00 13:25:00 13:30:00 13:35:00
07.12.2009 07.12 2009 07.12.2009 07.12.2009 07.12.2009
< ' ’J

. Drag mouse to right-bottom to zoom. To left-top to unzoom,

Click the button: 2 to show statistic of currently viewed data. Information about record
count, minimal, maximal and average value on each channel will be showed. The statistic is
only elementary at this moment (in case of analog channels error values are not excluded from
calculation and in case of binary channels only count of samples is calculated). Extending of
this feature is planed for the future.

3.4 Viewing online data

Database Viewer has very useful tool Online Data Monitor. It allows you to watch
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actually measured values and alarms’ states from devices witch sends its data online to SOAP
server. These devices are P85xx, Txxxx and Hxxxx ethernet sensors and data acquisition
systems MS6 and MS55.

Bﬁ Database viewer 1.4.0.57 (DLDB API version: 3.1.0.0) - TRIAL till 30.6.2010.

Program  Options
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21 A Dew point (°T) 71 22.06.2010 17:58:21 | Bs
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" Relay output 2

last refresh was before 3 seconds

-~

Click on the tab Online data to switch to this tool. If any Online device ever sent
measured data to the database system, then there will be its last values visible. Every row in
the table represents last value from one channel of the device. For example you can see values
from channels of sensors named “21” and “28” on the picture above.

Note: When program is switched to Online data, then area for interval selection is
hidden, because it has no use in this mode.

Columns of the Online data table have following meanings:

- Columns “/ ” informs about any warning. Type of the warning is written in column
Warning message. For example it can be that the data aren’t fresh (it means that it’s
too long from the time when the device lastly send values), or that the channel is in
alarm state.

- Column Fresh displays green tick if the value is fresh. Otherwise whole row is
grayed.

- Columns Device and Channels display device serial number or renamed name
(devices can be renamed, see 2.3.2.a Device / channels properties) and channel type.

- Column Value displays lastly measured analog value or state of binary channel.

- Column Alarms informs about alarm on the channel. If red rectangle higher in the
cell is displayed then channel is in high alarm state. If yellow rectangle lower in the
cell is displayed then channel is in low alarm state.

- Column Date of sample informs about time and date when the sample was measured.
Additionally next column Sample age shows elapsed time since date of sample to last
online table refresh. Note: Online table refreshes every 5 seconds.

If too many rows are in the table then you can use filtering. Select channels which you

-
want to watch from Tree view and switch filter button from Lj to ‘vl For example, there is
online table filtered on temperature channels of both devices on the picture bellow.
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KA Database viewer 1.4.0.57 (DLDB API version: * 1 -0.0) - TRIAL till 30.6.2010.
Program Options
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You can also see online chart of selected channels. This chart will be changing online as
new values will income to the system. First choose chart history length, then click Online
chart button:

- Use to see online chart of selected channel / channels (to select more channels
use CTRL + Click on the row in grid)

- Use = to see online chart for all channels in the grid.

: 3.1.0.0) - TRIAL till 30.6.2010.

History S8t database Online dalal
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E.- A Temperature [*C) | 25| [z2082m0 18
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3.5 Presets of selected channels

This tool allows you to save current selection of channels and reuse it later. Click on the

W
button ~=% to save current selection. You will be asked for entering selection name. You’re
also able to export/import presets to/from file. This can be useful when you want to move

. W
presets to another Database Viewer on another computer. Use button =% to open
export/import manager.
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3.6 Sorting of device in device-channels tree

You can choose between two options:

Sort by serial number

Devices will always be sorted by serial number in this case and also in the case when
device name was renamed via program Database Administration Utility and serial number is
not showing.This is default and only one sorting in DB API versions older then 6.0.

Sort by name
The sorting is always by name in this case.

Sorting by name can be suitably used for organizing devices into groups. When devices
are renamed with added prefixes identifying the group (e.g. sensor location) then devices
which belongs to the same group will be sorted side by side. llustration:

)

arder by zerial number Jh

+-[J wi- Warehouse - Freezers
[ % Office - Enviroment
O & warehouse - Erviroment

Nl D
+--[] W Office - Enviroment

O & warehouse - Erviroment
+-[J i Warehouse - Freezers

order by name

Note: To rename device use program Database Administration Utility, see chapter
2.3.2.a Device / channels properties.

3.7 Showing information about online device

Information about online device will be showed by clicking with right button on the
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device in devices-channels tree. These information will be showed:

- From what IP address was lastly sent SOAP message = current IP address of the
device.

o Attention, this is valid when devices and SOAP Server are located in the
same network only. Otherwise mentioned IP address will point on gateway to
outer network only.

- Click the button Go to WEB to show device web pages in the browser.

o In this case it must also be valid that viewer is executed on the computer
located in the same network as SOAP Server and devices.

- Sample rate — interval of sending measured data (configured in the device)

- Max. freshness — measured value is considered to be fresh (actual) if the time from
last received sample will not exceed specified count of seconds. Max. freshness is 2.5
multiple of sample rate. You can change this value for every device in program
Database Administration Utility (see chapter 2.3.2.a Device / channels properties).

3.8 Acoustic and visual alerting of alarm states

Database Viewer can inform about occurred alarm state by playing sound and
“blinking”. This alerting applies for online acquisition only. Alerting will be on if at least one
channel in the table of online values is in alarm state, if instead of measured value is ERROR
showd (this can happened for example when the probe is pulled out from sensor) or in the
case when measured values of any device are not current (online acquisition was interrupted,
e.g.: device was disconnected from the network.

You can choose between two alerting behavior:

Alerting is on until the user confirms current state with button “Confirm”

After the user press the button “Confirm” the alerting is off and stay off until any new
alarm will occur for example on some another channel or until some of confirmed alarms is of
and on again.

Alerting is on throughout till any alarm occurs
The button “Confirm” is not visible in this case. This behavior can be undesirable when
alarm occurs on any channel all the time, user knows about this alarm and is not cardinal.

To know more about how to enable and configure acoustic and visual alerting see
chapter 3.9.2 Acoustic and visual alerting settings.

3.8.1 Problem with long-term disconnected online devices

In case when some device was sending its data into database but the device is
disconnected now, then last measured data are visible in the table of online values and are
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marked as not fresh (inactive — gray colored). This situation leads to permanent activation of
alarming and it can be bothering, because measured values from this device are not interesting
for the user no longer.

You can solve this by disabling the device for viewer: Run Database Administration
Utility, on the tab Device/channels properties select demanded device and disable the choice
Enalbed for viewer.

If you are sure you will not need data from this device anytime in the future, then you
can delete whole device and its data from the database: Database Administration Utility, the
tab Deleting and compressing data.

3.9 Viewer settings

You’ll find it in Menu - Options = Viewer settings.

3.9.1 Time shift settings
Tab Online Acquisition, group Time shift settings.

This setting applies only to data from devices which haven’t got time generator
(acquisition from these devices is online and the SOAP service assigns the time to each
incoming sample). These devices are Txxxx, Hxxxx, P85xx sensors and online acquisition
from acquisition systems MS6 and MS55.

The program automatically shifts the time to current locale but you can adjust it to
manual shift towards UTC time.

3.9.2 Acoustic and visual alerting settings
Tab Online acquisition, group Alerting settings.

Alerting is activated by enabling at least one of choices Acoustic alerting and Visual
alerting.

After enabling choice Acoustic alerting you must select either system sound (sounds
from operating system) or choose sound file *.wav, which is about to be played during
alerting.

After enabling choice Visual alerting red rectangle with text ,,>>>Alarm <<<” will be
showed in upper part of viewer during alerting. Visual alerting can be high lighten by choice
Red panel is blinking. To prevent that user will not notice that alarm occurred due to
minimized viewer, enable the choice Application icon in tray is blinking.

Last choice is switching alerting behavior. Explanation of alerting behavior you can find
in chapter 3.8 Acoustic and visual alerting of alarm states.
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3.9.3 Print settings
Tab Others, group Print settings.

After enabling choice Ink saving print of data in table it will be used less highlights on
the background.

3.9.4 Visibility of extra columns at online data
Tab Others, group Visibility of extra columns at online data.

You can enable / disable visibility of some columns in table of online values.
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4 Using database system with dataloggers

e
o
2]
Datalogger

Database system supports dataloggers of series: Rxxxx, Sxxxx, Lxxxx, dataloggers with
printer: T-PRINT, T-PRINT-2, G0221, G0841 and GO0241 and portable instruments
COMMETER of series Dxxxx.

The program for dataloggers provides both: data insertion to the database and viewing
the data. The first what is needed is to set database connection parameters.

4.1 Database connection parameters settings in program for

dataloggers

This settings is located in program options Menu—File 2Options on page Database
system. How to enter parameters is explained in chapter 8.2 Entering database connection
parameters.

Data storing Datalogger database

Cammdnication

Data presentation Server type: |M_I,ISQL Server 5.0.37 (or higher) j
t 2t connection

Server name: |192.188.1.11?

Part number:  |3306
User name: |writer
Passward: |

Database; |sample_database j

Test

\_‘aépply || ¢DK | H‘._ﬂ Cloze |
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4.2 Storing data from dataloggers into database

You can store currently opened data in the program for dataloggers into the database by
clicking on the command in menu: Menu-2File 2Add current file to database. There are
“opened data” in the program when they are downloaded from the device or after opening
them from *.mss file.

Second option is mass storing of data into the database from *.mss files in directory.
This tool is located in: Menu File 2Fill database from directory.

Store data from *.mss files in folder

[ el ) D ocumnent: ahd S ettings') PastorekAD okumenty A TAL

w| Include subfolders [*. mas files will be searched in subfolders too)

Unproceszed files only [files whose data have never been inserted into current datalogger database)

Done ... 4 processed succesfully /£ O failed /1 left £ from 5 files

dewvices: 0/ 1 records Y
channels: 0/ 3 records
data: 0/ 24180 recaords

C:ADocuments and Settings'JPastorek\D okumenty AT ALY oggers 033307 2002003_05_04_no00 mes
Inzerting data into database successfully passed.

Results: [<inzerted: / <ignored: records) :

devices: 0/ 1 records

channels: 0/ 3 records

data: 0/ 24180 recaords

... proceszing intermupted by user:

4 processed succesfully /O failed £ 1 left / from 5 flles

‘ Cloze |

Drop down choosing dialog Folder and choose the directory where *.mss files, from
which you want to store data into the database, are placed. There is info window under
choosing parameters where you can see how many files has program found.

You can also enable the choice Include subfolders - then *.mss files will be searched in
subdirectories of selected directory too.

If you enable the choice Unprocessed files only then only files, which weren't processed
yet, will be included into the storing process. When any file is stored into the database then its
filename with full path is stored into the database as the source. Therefore the system is able
to detect if data from the file were stored into the database or not. It is not needed to enable
this choice — system is able to detect duplicate records and forbids insertion of duplicate
records into the database. It means that if any record exists in the database (record is identified
by device, channel and time) then no new record with the same identification will be inserted.
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By clicking on the button Store data storing process is executed. Above the info window
you can see information about how many files are already processed, how many files
processing failed and how many files left. There are detailed information about processing of
one file in the info window.

Storing process can be interrupted by clicking on the button Interrupt. After clicking on
this button processing of current file will be finished and then storing process will stop.

4.3 Viewing data from database in program for dataloggers

Database Viewer is located in Menu ->Show ->Database viewer. More info how to use
the Database Viewer is explained in chapter 3.3 Viewing history data from database.
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5 Using database system with data acquisition

systems

M5+

Working with database system in the program for data acquisition system is similar as in
the program for dataloggers. Program also provides both functions: data insertion and data
viewing. Also, the first thing to do is to set database connection parameters.

Newly, database system supports online data collection via SOAP Server for data
acquisition systems MS6 and MS55. It is advisable for these devices to have running
simultaneously online data acquisition and downloading from device record via autodownload
function in the program for data acquisition systems. Hence it is guaranteed that it is possible
to watch currently measured values via database viewer and in addition to it data will be
backwardly loaded to the database from record in device in case of online acquisition drop out
(online acquisition can fail for example due to ethernet network failure).

5.1 Database connection parameters settings in program for data

acquisition systems

These settings are located in program options Menu 2>File >Options on page Database
system. How to enter parameters is explained in chapter 8.2 Entering database connection
parameters.
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Program Options
[1ata falders and files] Display] Diizplay alarms] Autodownload] Uzers and passwards

Connnectioh parameters

Server type: |M_I,JSQL Server 5.0.37 [or higher) ﬂ

Server name: |'|92.'IES.'I.'IU?

Paort number:
User narne: | usr_wiriter
Passward: |

D atabase: |d|db_beta j

Test

Automatic export

[v Store data into database after download

Ok, | Cancel ‘

There is additional settings Automatic export located under the Connection parameters
settings. If the Automatic export is enabled then downloaded data will be stored into the

database after downloading them from the device ( s ).

5.2 Storing data from data acquisition systems into database

Storing data into the database is absolutely the same as in the program for dataloggers
with only one exception: data files of acquisition systems has this format: *.msx. To
understand this topic please read chapter 4.2 Storing data from dataloggers into database.

When data acquisition systems MS6 and MS55 are used then it is possible to launch
online data acqusition via SOAP Server. To launch online acquisition is needed:

1) Prepare SOAP Server. SOAP Server servers for collecting measured data which
data acquisition system sends online (as frequently as big time interval was
choosed) via SOAP protocol. Because the preparation of SOAP Server is topic
which is common for online acquisition from data acquisition systems and also
for sensors, then you can read about it in appendixes, chapter: 8.4 Preparation of
SOAP Server (data entry for online data acquisition from sensors and data
acquisition systems MS6 and MS55)

2) Configure SOAP settings in data acquisition system device (the device needs to
have information about SOAP server location where the device shall send SOAP
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messages. More about it you can read in following chapter 5.2.1 Configuration of
SOAP settings in data acquisition system.

Database system supports online data acquistion from MS6 and MS55 devices with
minimal firmware version of ethernet interface 6-5-1-1.1985. It is possible to find firmware
version on device web pages:

Search wit

€ & O o= |® web | 192.168.1.25/tatus il -

MS55Preview 05.10.2011

s/n: 11550001

Main menu

System status

¥ Global
Serial number 11550001
Device type MSNew
Relay board not installed
RS485 input not installed

¥ Firmware version

Measuring engine

Ethernet version 6-5-1-1.1985

Web version

5.2.1 Configuration of SOAP settings in data acquisition system

Enter the configuration of demanded device in program from data acquisition systems:
Menu - Configuration - Datalogger settings and switch to the tab Communication.
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Settings [MS55Preview]

Commao Profile ] Ch1 - Identity & Calculations | Chl - Meazuring & Hecolding] Ch1 - Eonditions] Ch1 - Alarme & Signalization ]
Dratalogger communication interface Ethernet options
) Ethemet firmware: 6511
" R5232 [without handshake]
 modem (RIS232 interface with RTS-CTS handshake] M DIAEF | S e Sl
— Device |P address: 192168. 1 . 25 ™ Send traps

~ Gate IP address: 0o.o0.0.0 [ Spslog

o v Default mask [v 'web enable

. Mask [P address: v 504P '

| ]
MTL size: 1400 512 [ Modbus
" R5485
& Ethemet ' Part: 10001
]
' usk E-mails (11| E-maiks [2]| SNMP [Traps] | web | Syslod SO&P [ | »
:| Target SOAP zerver P 192.168. 1 156
jv Target web page: |http:a".f'| 92.1E8.1.156/z0ap
5 t: 1]
[ Datalogger rezponds to incoming SMS messages S
[v Datalogger zends SMS message when selected alarms are activated Destination part: 80
Sending interval: 10 &
Chatinel | 1 - Cooler[a] j L] | «| »| M | Copy channel settings | STk Cancel

Note in advance: online data acquisition is based on SOAP protocol, which is running on
ethernet network. Hence communication interface of the device must be switch to Ethernet
mode and device must be connected to ethernet network where SOAP Server is accessible of
course.

Enable the choice SOAP on the right side of the window. Edit fields for SOAP
configuration will be enabled and you can find them lower under the tab SOAP.

To the field Target SOAP server IP enter its IP address. This address you can find out
with help of SOAP Server diagnostic (Database Administration Utility = tab SOAP Server
- button Diagnostic).

As Target web page enter the text composed of SOAP server IP address and
string*“/soap "

http://<IP_address>/soap
As the source port enter 0 and as the destination port enter listening TCP port of the
SOAP server (if you went in accordance with this manual then it is 80).

Finally, choose sending interval. You can enter minimally 10 seconds, but we alert you,
that entering short interval will lead to rapid growing of the database if compression of online
acquisition is not enabled (see chapter 2.3.2.c Online acquisition compression settings).

When compression is not enabled we recommend to use short intervals (10 s) only when
tuning data acquisition. But when you are sure that acquisition works well, reconfigure all
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devices settings and set sending interval minimally on 60 seconds. But recommended are
values longer than 300 seconds (5 minutes).

This is everything you have to set up so click the button OK to save changes to the
device. From this moment the device will start sending SOAP messages to SOAP service. If
you entered short interval, e.g. 10 seconds, then it can take up to half of minute until the first
value will be sent.

5.3 Viewing data from database in program for acquisition systems

Database Viewer is located in Menu -2Show =?Database viewer. You can also use icon

EJ) in toolbar. More info how to use the Database Viewer is explained in chapter 3.3
Viewing history data from database.
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6 Using database system with sensors

Database system also supports sensors with ethernet output. The advantage is that data
acquisition from sensors is online and automatic. This means that you don’t need to download
data from the device manually like in case of dataloggers. Ethernet sensors periodically sends
measured values to the database via SOAP protocol. Hence, there have to be SOAP Server
running, which captures messages sent from sensors and stores them to the database.

. Online acquisition via
database SOAT Server

Database system supports ethernet sensors of series Tx5xx, Hx5xx a P85xx with this
minimal firmware version of ethernet interface:

- Tx5xx, Hx5xx: 1-5-2.02
- Tx5xx-C0O2, Hx5xx-C0O2: 1-5-3.0
- P85xx, P86xx: 4-5-1.20

It is possible to find firmware version on sensor web pages:

- Fs] @ web | 192.168.1.26/zbout.him B4
Device: TPRh-Sensortrelay Bt
Serial No: 08980017

Current values Temperature Relative humidity Abzolute humidity Pressure BIN inputs

H7531 - Intelligent barometric pressure, humidity and temperature
sensor with Ethernet interface and relay outputs

e Firmware version: 04.06 | I ee
s Web version: 4.03 > ®
Transmitter is equipped with three binary inputs for detection of two-state events - e.g. water, i

mammmdem mcms rmale Aabmnbinin Amme mmbaad Taaller amsdinin a A b i mimeldb e b mbin = b s e e —_ ﬂr

6.1 Preparing SOAP Server (data entry for online data acquisition)

Because the preparation of SOAP Server is topic which is common for online acquisition
from data acquisition systems and also for sensors, then you can read about it in appendixes,
chapter: 8.4 Preparation of SOAP Server (data entry for online data acquisition from sensors
and data acquisition systems MS6 and MS55).
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6.2 Sensor settings

Now, when the SOAP server is ready, the last step to do is to set sensors to send
measured values to the SOAP service. You have to use configuration program for sensors —
Tsensor.

»

TSensor

Establish the connection with the ethernet sensor and choose the tab Communication
Setup I. There is SOAP settings of the sensor:

. Sensors Setup Utility - v. 2.3.6.0

Program Sensor  Help
Infurmationl CaniguratiDnl Communication Setupl Communication Setup |]:¥elay ] Input ]
S0AP
[v Enabled [v Sendwarning messages
Target web page: |http:x'.f |'|92.'|BB.'I.'I'IB.:’soap
IP addresz: ,m Get [P From Host Mame ‘
Source pork; I—D Destination port; W Sending interval: W S
me'g
[ Enabled [132188. 1 118 ‘
?h- Digconnect | Factory Defaults ‘ |
Sensor is connected

As Target web page enter the text composed of SOAP server IP address and
string*“/soap "

Chyba! Odkaz neni platny. (do not enter string “http://”, its already predefined)

Then click the button Get IP from host name — it will automatically fill the field IP
address. As the source port enter 0 and as the destination port enter listening TCP port of the
SOAP server (if you went in accordance with this manual then it is 80).

Finally, choose sending interval. You can enter minimally 10 seconds, but we alert you,
that entering short interval will lead to rapid growing of the database. We recommend you to
use short intervals (10 s) only when tuning data acquisition. But when you are sure that
acquisition works well, reconfigure all devices settings and set sending interval minimally on
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60 seconds. But recommended are values longer than 300 seconds (5 minutes).

The good help, how to set SOAP settings, is on the SOAP server diagnostic page. There
is Example of SOAP settings with real values (IP and port of the SOAP server) displayed:

Example for network interface with IP 192.168.1.117:
Targetweb page: http: | 192.168.1.117/s0ap
IP address: 192.168.1.117
Source port: 0 Destination port: a0 Sending interval: 60 s

You should enter all parameters as in this example. Only setting of Sending interval is up
to you

This is everything you have to set up in the sensor. Click the button Save changes. From
this moment the sensor will start sending SOAP messages to SOAP service. If you entered
short interval, e.g. 10 seconds, then it can take up to half of minute until the first value will be
sent.

6.3 Viewing data from database

For viewing the database use standalone program Database Viewer. All information
about this program are in chapter 3 Using program Database Viewer.
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7 Alarming via SMS Texts and emails

The main task of this function is to quickly inform the user about raised alarm. Thanks to
sending emails and especially SMS texts the user will be reached anywhere and anytime.

This feature is only applicable to devices that can send measured data online. These
devices are all ethernet transmitters and acquisition systems MS6 and MS55 with ethernet
communication interface. The system operates in such a way that it periodically checks table
of online values in the database, and if necessary it sends a notification. The system can send
the notification by SMS text and/or email. The way of sending and particular recipients are to
be set during configuration of monitoring profiles.

From a user point of view configuration includes:

e "Recipients administration™ — allows you to create address book of recipients with
their phone numbers and email addresses. Recipients created this way then can be
assigned to particular monitoring profiles.

e "Monitoring profiles administration™ - allows you to create any number of profiles
that tell the system what to monitor and what actions to perform. So it is possible to have
for example a profile that will watch the beginning of alarm on channel X and that will
have assigned recipients P and Q. According to this profile, the system sends notification
to recipients P and Q in case that the alarm begins on channel X. Concurrently, other
profiles can be set that monitor other channels, watch for example ending of alarm state
and send notification to different recipients.

From technical point of view the system is composed of four Windows services that is
necessary to configure correctly at first.

SOAP Server service — the service providing online acquisition of data from devices to
the database.

Database Alarm Notifier service — the service that watch the database and analyses
requirements for sending notification.

SMS Sender service — the service providing sending of notification via SMS texts using
modem to recipient’s cellular phone.

Email Sender service — the service providing sending of notification via email into
recipient’s mailbox.
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7.1 Preparation of alarming via SMS and email

The following steps assume that you already have functional online collection of data

from devices. Than means, you have properly created the database, correctly configured
SOAP server and correctly configured SOAP protocol in devices. If so, then you already can
see online data from devices in the viewer Database Viewer. If not, then preppare the system
according to the instruction manual "... _QuickStart.pdf".

Preparation of the system SMS text/email alarming requires performing following steps

subsequently:

7.1.1 Preparation of service SMS Sender

7.1.2 Preparation of service Email Sender

7.1.3 Creation of recipient’s address book

7.1.4 Preparation of service Database Alarm Notifier

7.1.5 Creation of monitoring profiles

7.1.1 Preparation of service SMS Sender

1)

2)

If you don’t want to use notification via SMS text then skip this chapter.

Find administration of service SMS Sender in the program Database Administration
Utility, section Services:
=11 Services

&% SOAF Server

T Alarm Matifier Sereer

Smz Sender Server
B Email Sender Server
and go to service configuration by button Reconfigure.

Set parameters for modem connection in section Modem connection.
Select correct COM port to which the modem is connected. You can use Device manager

in operating system Windows to find out available COM ports. Right-click on the icon
Computer and choose Properties. Then find the item Device manager:
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3)

4)

\-_/”\,/’I |_‘ v Control Panel » System and Security » System

Control Panel Home . .. .
View basic information about

% Device Manager Windows edition

¥ Remote settings Windows 7 Enterprise

Hd Svstem protection [ T W T £ Carne

=y Device Manager EI@

File Action View Help
e @ HE B

A‘? Ports (COM & LPT) -
7 Komunikaéni port (COM1) <=
7' Port tiskamy (LPT1)

Tr' USE Serial Port (COM4) 4 ..USB-COM adapter B
[ o S

Select correct communication speed. Usually the default speed of modem is 9600 bauds.

If the SIM card is secured by PIN code, then enable choice Enter PIN and enter the PIN
code.

If there is not set Short Message Service Center in the modem, then enable the choice
Enter SMSC and enter phone number of the Center. Phone number of SMSC you can
find out at your telephone company.

Save the configuration by the button OK and run the service by the button Start. Wait at
least 20 seconds if there will or will not be shown error message in the log. If there is no
error message in the log than you can continue. Otherwise, correct the configuration.
Bellow is the example of error message that will be shown in case when incorrect COM
port was entered:

Service event log: Type Date time Meszage

0 Ermor 11122012 1607:21  Connecting to modem failed [errorcode: 1034 description: Modem not found on the specified zerial port

The service SMS Sender is running now. You can verify its functionality by sending test
SMS text — use the button Send test SMS Text.

7.1.2 Preparation of service Email Sender

1)
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If you don’t want to use notification via SMS text then skip this chapter

Find administration of service Email Sender in the program Database Administration
Utility, section Services:
=-[1 Services

&% S0AP Server

T Alarm Matifier Server

Smsz Sender Server

% E mail Sender Server

and go to service configuration by button Reconfigure.



2)

3)
4)

Set parameters for connection to SMTP server in section Connection to SMTP.

You can use your company SMTP server (ask you network administrator for required
values). Or you can use some of public email provider. Following example shows
settings with use of SMTP from Google (gmail.com):

Connection to SMTP

Server: | EnUsRsET Ry

Part:

User name: | myemail@amail. comn
Password:  |mypassword

Iv Secure connection required (S50

[ Use STARTTLS command

Save the configuration by button OK and runt the service by button Start.

The service Email Sender is running now. You can verify its functionality by sending test
email — use the button Send test email.

7.1.3 Creation of recipient’s address book

1)

2)
3)

4)

Find recipients administration in the program Database Administration Ultility, section
Sms/Email Alarming configuration:

=11 Sms/Email Alarming configuration
B LY R ecipients administration
~% Monitared profiles

Create at least one recipient — the button New.

Test if you correctly entered email / phone number by sending test email / SMS text.
Select the recipient from the list Recipients... and click the button Send test sms to
selected recipient / Send test email to selected recipient.

WARNING: Don’t forget, that for sending of test message Email Sender / SMS Sender
services must be running.

If you have a large number of recipients, it is useful to create groups — Groups..., the
button New. Than you can add recipients to the selected group with buttons “>" “>>" or
delete with buttons “<” “<<”,

In the profile administration, you will be able to quickly assign the group to the profile
instead of adding individual recipients.

7.1.4 Preparation of service Database Alarm Notifier

1)

Find administration of service Alarm notifier in the program Database Administration
Utility, section Services:
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=1 Services

B4 Email Sender Server
and go to service configuration by button Reconfigure.

2) Enter the database account that the service will use for database connection. This account
must have read/write acces to the database. More about database accounts you can read
in chapter 2.3.2.b User administration.

3) Save the configuration by button OK and run the service by button Start.

7.1.5 Creation of monitoring profiles

1) Find Monitoring profiles administration in the program Database Administration Utility,
section Sms/Email Alarming configuration:

=1 SmeEmail Alarming configuration
A% Recipients administration
}k Monitored profiles

2) Create new profile by button New. Profile editor will be opened:

New profile

Select channels to be monitored

ﬂ =) % order by senal number  +

MName: |tesl profile

Send notification: v when alamm starts = [B] W 11964451 - CO2 traremitter
v when alarm ends 4 Temerature [Q] e
| BUREE F e lative humidity (2]
[~ every minutes [ O~ Dew paint [°C)
O o2 (ppm)
Actions: v zend email D] MEEE CO2 Level T
O CO2 Level 2
W send SMS text e CO2 Level 3

SMS text zending priority: & nomal O high

e Enter the name of the profile — Name
e Select the situations in which to send notifications:
e when alarm starts — notification is sent when the alarm becomes active

e when alarms ends — notification is sent when the alarm is no longer
active

e every X minutes — notification will be sent periodically every X-th
minute, regardless of whether any alarm is active or not. This option is
suitable for periodical informative sending of measured data. Possibly,
it is also suitable for periodical sending of a maintaining message that
informs that the system is still in operation.

e Every X minutes if alarm remains active — notification will be sent
every X-th minute in case when the alarm remains active.

66



e Select the method of notification — by sending email, by sending SMS text —

Actions

e When using SMS text it is possibl

e to increase its priority. This is useful if you

have created multiple profiles and you want to be sure, for one particular
profile, that its notifications will be served in preference by the service SMS
Sender in case of service congestion.

e Choose channels to be monitored

3) Click the button OK to finish editing of the profile

4)  Finally, assign desired recipients to the profile from recipients or groups lists:

Monitored profiles

Selected profile info:

Mare: test profile
Send notification: when alarm starts / when alarm ends / every 1 minuntes

Actions: By email / By sms

Recipients and groups

Fecipients and groups you can
add/edit/delete in "Recipients
configuration' section.

Prafiles - Binded recipients...
test

info

test profile

Recipients...

o

Binded groups of recipients. ..

Edit | Delete |

Groups of recipients. ..

ClElkl) (el )

5) The system is ready at this moment. It is not necessary to restart services in case of

adding/editing profiles.

6) To verify that the system is functioning properly, we recommend to create the testing
profile. In this testing profile will be selected “Send notification every 1 minute” and at
least one channel will be selected for monitoring. Example:

Edit profile

Send notification; [~ when alam starts
[~ when alarm ends

v every 1 mirutes [ if alarm remaing active

Actions: v zend email

v send S5 text

SMS text sending prionity: ¢ nomal O high

Select channels to be monitored

S +: ‘: % order by zerial number -

= [B] W 11964451 - CO2 transmitter
A5 Temperature 2]
-4 Relative humidity (%)
O Dew paint ['C)
O C02 (ppm)
Oy CO2 Level 1
OnyE CO2 Level 2
Oy CO2 Level 3
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Monitored profiles Recipients and groups

Recipients and groups you can
add/edit/delete in "R ecipients
configuration' section.

Selected profile info:

Mame: 1 minute info
Send notification: every 1 minuntes

Actionz: By email £ By sms

Profiles ~ Binded recipients... Recipients. ..

K2 KA X kN

Binded groups of recipients... Groups of recipients...
_ [

As you can see from the pictures, email and SMS text will be sent every 1 minute with
information about channel Temperature from the sensor with serial number 11964451 to
the recipient John Smith.



8 Appendixes

8.1 Allowing TCP port on windows firewall

Following subchapters guides you how to allow TCP port on Windows firewall. First
chapter 8.1.1 explains it for Windows XP. Following chapter explains it 8.1.2 for Windows 7
(or Vista).

Attention: Not only Windows firewall can be running on the computer. Also, for
example some antivirus programs includes own firewalls. If this is the case then allowing port
on this firewall or disabling whole firewall is needed too.

8.1.1 Allowing TCP port on Windows XP firewall
1) Run applet Windows firewall in Control panel:

Administrator

17 Internet J My Documents
Internet Explorer =
P My Recent Documents »
W™ E-mail L-b ¥ =
o Outlook Express

& My Pictures

h 3
% Windows Update () My Music
Set Program Access and 3! By Computer B Control Panel ['. | [’I:l | f‘5_<|
Defaults : d' - . I | T
| !/ Corkrol Panel I Fil=  Edit View Favorites Tools  Help h
‘ ! MSM Explorer — »
™ ] ] /) Search Folders
) Printers and Faxes ! < lﬂ 4 o
@ Windows Media Player Address |G\' Contral Panel ﬂ_ =
@) Help and Support = = = - -
d ‘Windows Messenger ) search Fhone and  Power Options  Printers and  Regional and
- Maderm ... Faxes Langquage ...

M Corimand Prompt 7=J Run... f:} @ @ u
) &

Scheduled Security Sounds and Speech
Tasks Center Audio Devices

i u (e

All Programs D

KOJ Log Off O Turn Off Computer
B Taskbar and  User Accounts | 'windows Wireless
Start Menu Firewall Metwork Set...

74 start » YUE e

W
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2) Switch to the page Exceptions and click on the button Add port.

%2 Windows Firewall

Exceptions

Windows Firewall is tumed off. Your computer is at risk of attacks and intrusions
from outside sources such as the Intemet. We recommend that you click the
General tab and select On.

Programs and Services:

MName

[ File and Printer Sharing
Microsoft Office Groove
Microsoft Office OneMote
Microsoft Office Outlook
Femote Assistance

[ UPAP Framewaork

Y
[AddP[ogmm...ﬂ Add Port... ] Edit... Delete

Digplay a notification when Windows Firewall blocks a program

What are the risks of allowing exceptions?

[ oK H Cancel ]

3) Enter exception name (it’s up to you what name you think up) into the field Name. Then
enter the port number which is to be allowed into the field Port number. Finally, left the
choice TCP selected.

Examples of standard port which you may need to allow:

Name: MySQL Port number: 3306
Name: HTTP Port number: 80

Add a Port 3

|lze these zettings ta open a port through YWindows Firewall. To find the part
numnber and protocol, consult the documentation for the program or service you
want b use.

Marne:

Bart number: | 3306 |

"Wihat are the rizks of opening a port?

o (oo

4)  Confirm by the button OK and exit the applet Windows firewall by the button OK again.
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8.1.2 Allowing TCP port on Windows 7 (or Vista) firewall
1) Run applet Windows Firewall in Control Panel:

gl

Jindfich Pastorek

Documents

Pictures

Music

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

»  AllPrograms

I |Search programs and files

y5 |55l » Control Panel »
Adjust your computer’s settings View by: Category ¥

User Accounts

|?| System and Security
£

\% Review your computer's status % @J Change account type
Back up your computer ;

Find and fix problems Appearance and Personalization

% Change the theme
' Change desktop background

x o
@Ovﬁ; v Control Panel » Systern and Security » - |<'r, | | Search Control Panel pel |
Control Panel H .
N r Action Center
Review your computer's status and resohee issues '@' Change User Account Control settings L

* System and Security o
Troubleshoot commen computer problems | Restore your computer to an earlier time

Metwerk and Internet

Hardware and Sound e Windows Firewall
Check firewall status | Allow a program through Windows Firewall
A
|

Programs
User Accounts S_YSTE‘m | |

View amount of RAM and processor speed Check the Windows Experience Index
Appearance and '@'Allow remote access | See the name of this computer '@'Device Manager

Personalization

v Windrwe |ndate
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2) Choose advanced settings in Windows Firewall:

L ﬂ » Control Panel » em and Security » Windows Firewall - | # Search Control Panel
| Syst ty + s
@

Control Panel H . . .
S Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer

through Windows Firewall through the Internet or a network. I
% Change notification settings How does a firewall help protect my computer?
'&' Turn Windows Firewall on or What are network locations?

off

@ Restore defaults @ For your security, some settings are managed by your system administrator,

) Advanced settings = ) —
l @ Domain networks Connected (¥)
Troubleshoot my networl

B @ o el riste) nannrbe Nt Cannartad (w)

3) Left-click on Inboud Rules and choose New Rule...

Windows Firewall with Adva

File Action View Help

= 260 = HE

@ Windows Firewall with Advanced Security on Loci BRIl Actions
|3 Inbound Ryles|
# || Inbound Rules -
Outbound Mew Rule... me Group ol
2‘5 Connectior ) ) avgam.exe & MNewRule...
» B Monitoring Filter by Profile ' @avgdiagerece 7 Filter by Profile b
Filter by State 3 @avgemc.exe .
] S Filter by State  »
Filter by Group 3 @EUQI"ISX.EXE
@ avgupd.exe S Filter by Group P
View b @MySQL Server View »
Refresh @Standard HTTP port [G] Refresh
Export List @Standard MySQL port
ort List... = ;
3 .BranchCache Content Retrieval (HTTP-In) BranchCache - Content Retr |5 Export List...
Help .BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach ~ ﬂ Help
] T k(| 4 m 3

Mew Rule...
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4) Choose Port as the type of rule on the first page of New Inbound Rule Wizard. Then click

the button Next.

Rule Type

Select the type of firewall rule to create.

Steps:

& Rule Type What type of rule would you like to create?
@ Protocol and Ports

@ Action ) Program
@ Profile Rule that controls connections for a program.
L

Name ’ @ Port
Rule that controls connections fora TCP or UDP port.

) Predefined:
BranchCache - Content Retrieval (Lses HTTFP)
Rule that controls connections for a Windows experience.
) Custom
Custom nule.

Leam more about nule types

< Back Mexd > Cancel I

5) Left the choice TCP selected. Enter the port number which is to be allowed into the field

Specific local ports. Examples of standard port which you may need to allow:
Name: MySQL Port number: 3306
Name: HTTP Port number: 80
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Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:
@ Ruls Type Dioes this rule apphy to TCP or UDP?
@ Protocel and Ports ’ @ TCP
@ Action ) UpDP I
@ Profile
M
@ Mame Dioeg this rule apply to all local ports or specific local ports?
) All local ports I

@ Specific local ports- 3306
Example: 80, 443, 5000-5010

Leam more about protocol and ports

6) Skip following two pages without changes with the button Next until you get to the page
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Finally click the button Finish.

8% New Inbound Rule Wizar

MName

Specify the name and description of this rule.

Steps:
@ Fule Type
@ Protocol and Ports
@ Action I
@ Profile Nagss
MySQL standard port
@ Name
Description (optional): I

| <Back || Fnsh || Cancel |

1

8.2 Entering database connection parameters

Every program which works with database system needs to have entered database
connection parameters to establish connection with the database server. Programs have the
same interface for entering these parameters. How to use it is explained once at this chapter
for all programs.

The first thing is to choose which Server type to use. You can choose between MySQL
Server and Microsoft SQL Server.

Continue reading demanded section:
e -8.2.1 Entering connection parameters for MySQL Server

e -8.2.2 Entering connection parameters for Microsoft SQL Server
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8.2.1 Entering connection parameters for MySQL Server

Server type: |MySQL Server 5.0.37 [or higher] j

Servername: |192.168.1.118

Part number. | 3308
szer name: |root
Pagsward: |

Database: |m_','_database j

Test

e Server name:

As server name enter IP address of the computer where the MySQL server was installed.
If the database server is installed on actual computer you can enter (and is recommended
to enter) IP address 127.0.0.1.

IP address can be found out by executing command ipconfig in the command line:

\WINNT " System32) command.com

Microsoft{(R> Windows DOS
(CrCopyright Microsoft Corp 19968-1999.

C:“>ipconfiy
Windows 2888 IP Configuration
Ethernet adapter Local Area Connection:
2.168.1.117

L - = - e e e e e e e [ A )

Default Gateua; H .168.1.2

e Port number:
MySQL uses TCP port 3306 by default. So left 3306 here.
e User name:

When you are logging in Database Administration Utility program, you have to use
database server administrator account, so enter the text root. Root is the username of
database server administrator account and its password you have entered during MySQL
installation.

When you enter parameters in the other programs, enter the username of read-only or
read/write user account. How to create these accounts is explained in chapter 2.3.2.b
User administration.

It is sufficient to use read-only user in Database Viewer program, but you have to use
read/write user in the other applications. For example, if you use read-only user in
program for dataloggers, then data insertion will be disallowed.

e Password:

Enter the password for the user.
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Database:

Drop down the list and choose the database. Also, you can type in database name.
Typing in database name will be useful when creating new database.

Whenever you want, you can use button test to verify entered parameters. Program will

try to connect, verify rights and check the database. Then it will show test result, for example

that:

parameters are ok and entered database is accessible for reading and writing

the server is unreachable (probably there is not any MySQL server running on computer
identified by Server name)

the program cannot log in with entered user name and password
the database doesn’t exits

etc.

8.2.2 Entering connection parameters for Microsoft SQL Server

=IO el e icrosoft SEL Server 2005 [or higher)
Server name; |PC-2UUQ-U1 ﬂ
Authentication: |SGL Server duthentication ﬂ

User name:  |sa

xxxxx

Pazsward:

Database: |dldbU1 j

Test

Server name:

Drop down the list to search available SQL Servers on the network. SQL servers are
identified by computer names where they are installed. In case of the demanded server is
not found, you can type in name of the computer where is SQL Server located manually.

Note: If more then one instance of SQL Server is installed on the computer, then second
and following instances are named this way: computer name\instance name

To find computer name, right click on the Computer icon and see Computer Name.
If word (local) is in the list then it means SQL server on current computer.
Authentication:

If you choose SQL Server Authentication, then you must enter SQL user name and
password.

If you choose Windows Authentication, then currently logged windows user will be
authenticated.
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User name:

Enter SQL user name.

Password:

Enter the password for the SQL user.
Database:

Drop down the list and choose the database. Also, you can type in database name.
Typing in database name will be useful when creating new database.

8.2.3 Security levels of database accounts

Database server administrator

You have to use this one when you work with Database Administration Utility. Since
you have chosen SQL Server Authentication, then it is user sa. The password you have
created during SQL Server installation.

If you choose Windows Authentication then it is needed that local administrator
windows account was added to SQL Server Administrators list during SQL Server
installation.

Technically, the user must be member of sysadmin SQL Server role.
Account with read/write rights to the database

This type of account can read and write to the database and you can create it with
Database Administration Utility on User Administration tab.

You will need to use this account for SOAP Server, in DBM MS Program and DBL
Logger Program, because these software stores data to the dabase.

Account with readonly rights to the database

This type of account you can use in Database Viewer, because this program only read
from the database. Again, you create it with Database Administration Utility on User
Administration tab.

Whenever you want, you can use button test to verify entered parameters. Program will

try to connect, verify rights and check the database. Then it will show test result, for example

that;
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parameters are ok and entered database is accessible for reading and writing

the server is unreachable (probably there is not any Microsoft SQL server running on
computer identified by Server name)

the program cannot log in with entered user name and password

the database doesn’t exits



e cetcC.

8.3 Microsoft SQL Server Management Studio installation

Step by step instructions how to install Microsoft SQL Server Management

Studio Express

1) Download the installer from:
http://www.microsoft.com/express/Database/InstallOptions.aspx

Overview Installation Options

SQL Server 2008 R2 Express Installation Options

Looking for a spedalized edition? Check out the options below and download your selection.
Database Only Management Tools Database with Database W't.h
Management Tools Advanced Services
se Engine v o "
T ' w v
v
v
Do ad Size ( 32 o4 71MB | 74MB 34ME | 163 MB 235 ME | 247 MB 27MB | 795 MB

2) Lunch downloaded installer SQLManagementStudio_x86_ENU.exe.

3) Choose New installation

4 SQL Server Installation Center El@
Planning 'h Mew installation or add features to an existing installation,
: Launch a wizard to install SQL Server 2008 R2 in a non-clustered environment or to add
Installati
- features to an existing SQL Server 2008 R2 instance,

Maintenance

- ﬁ Upgrade from SQL Server 2000, SQL Server 2005 or SQL Server 2008
ools
Launch a wizard to upgrade 5QL Server 2000, 5QL Server 2005 or SQL Server 2008 to 5QL
Resources Server 2008 R2.
o 3;21 Search for product updates
Options Search Microsoft Update for SQL Server 2008 R2 product updates.
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http://www.microsoft.com/express/Database/InstallOptions.aspx

4)

5)

80

Choose New installation or add shared features and then click the Next button.

4 SQL Server 2008 R2 Setup

Installation Type

Specify whether you want to perform a new installation or add features to an existing instance of SQL Server.

Setup Support Rules @ Mew installation or add shared features

License Terms components such as SQL Server Management Studie or Integration Services.

Installation Type Select this opticn if you want to install a new instance of SQL Server or want to install shared

Feature Selection () Add features to an existing instance of SQL Server 2008 R2
Installation Rules MSSQLSERVER
Disk Space Requirements

Installation Configuration Rules Features within an instance must ke the same editicn.

Installation Progress

} Select this option if you want to add features to an existing instance of SQL Server. For example,
Error Reporting you want to add the Analysis Services features to the instance that contains the Datzbase Engine.

Complete Installed instances:
Instance Mame Instance ID Features Edition Version
MSSQLSERVER M55QL10_50.M55... | 5QLEngine 5QLEn... |Express 10.50.1600.1
< Back ’ Next = ] Cancel l ’ Help

On the following page accept license terms and click the Next button.




6) On the page Feature Selection select Management Tools — Basic. | SQL Client
Connectivity SDK is not selected, select it too. Then click the Next button.

4 SQL Server 2008 R2 Setup

o]
Feature Selection
Select the Express with Advanced Services features to install.

Setup Support Rules Features: Description:
Installation T
nstafiation Type Instance Features Some shared features are shared across all
License Terms Shared Featiras versions of SQL Server on a computer. Shared
Feature Selection Management Tools - Basic features for a major release are used only by

] SQL Client Connectivity SDK multiple instances of the same version of SQL
Installation Rules P e oy e Server; other features are shared only across

EQISTNDUtapie Freatures

Disk Space Requirements

minor versicn instances.
Error Reporting

Installation Configuration Rules
Installation Progress

Complete

Select All H Unselect Al ‘

Shared feature directory: C\Program Files\Microsoft SQL Server’

l < Back I MNext » Cancel I I Help

7)  Skip the next page Error reporting by clicking the button Next.

8)

Installation will spend some time now. Then click the button Close to finish the
installation process.

8.4 Preparation of SOAP Server (data entry for online data

acquisition from sensors and data acquisition systems MS6 and
MS55)

The SOAP server was placed on the computer during installation of the Database

administration utility. It is only needed to configure and start it.

Attention! To be able to configure and control the SOAP Server service you have to run

Database administrator utility with windows administrator privileges.

1)

Step by step instructions how to configure and start SOAP server:

Connect to your database with program Database Administration Utility and switch to
the tab SOAP Server.
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2)

3)

4)

5)
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Press the button Reconfigure to run configuration wizard

Database Administration Utility 1.4.0.70 (DLDB API version: 3.1.0.0) - TRIAL till 30.6.2010.

[Databaze name;  storage_spstem

o 3.1
=

Device properties SD lUserAdministration] Backup] Upagrading | Database log | Deleting data

Service statuz: Service is stopped.

Service not configured yet. Do reconfigure.

¥

Cantral the service:  Reconfigure | Start
Service event log; * Double click on row to see details.
Type D ate time Meszage -
“
< ¥

E xit

On the first page of the wizard enter listening TCP port. 80 is recommended value, but
you have to be sure, that there is no other application using this port on the computer.
Especially HTTP server like Apache or 1S uses port 80 because 80 is standard for
HTTP. If this is the case then another recommended port is 8080. Finally click the Next
button. Program will check if the port is occupied and if so, program will ask you for
reentering the port.

On next page you have to enter database user account. This account must have read/write
access to the database. About database user accounts you can read in chapter 2.3.2.b User
administration. Finally click the Next button.

On last page leave the value 8 for Processing thread count. Increasing this value leads to
increasing the SOAP server performance, but it is the question of tuning SQL server.
Finally click the Finish button

Configuration wizard is finished and the SOAP server is configured at this moment.
Now, you have to allow listening TCP port on the firewall. Allow port 80 — HTTP
standard port on the firewall (or 8080 if you used this one). How to do it you can read in
chapter 8.1 Allowing TCP port on windows firewall. Also remember, that there can be
other firewalls running on your computer and also some anti-virus programs contains
firewalls.



6)

7)

Since you have the port allowed, go back to the Database administration utility and press
the button Start to start the SOAP server.

Wait until the Service status is Service is running. You can see new message in Service
event log: Service: Serice started...

E=) Database Administration Utility 1.4.0.70 (DLDB API version: 3.1.0.0) - TRIAL till 30.6.2010.

[Databasze name:  storage_system
Wersion: 3.1

Motice:

Device properties S0AP Server User.f-‘-.drninistration] Backup] Upgrading | Database log | Deleting data
Service statuz: Service is stopped.
A
Listening TCP part: 80

User Account: writer

Proceszsing threads count; 8

Cottral the service: Heconflgure Start
Service event log: * Double click on row to see details.

Type Diate time Meszage ~
052010 16 E Se e

E xit

Click the button Diagnostic to verify if the SOAP server is well running and well

configured. Diagnostic page will be opened in the default web browser. Before it, you

will see the dialog with HTTP addresses, which tells you how to get to the diagnostic

page if the browser doesn’t open automatically.

Information g|
\i,) Diagnostic page of the service will be shown. If browser will not start automaticaly enter this address in browser manually:

HTTP://127.0.0. 1:30/diag

Also don”t forget to test if service is accesible from remote computers in network. Type following address from remote computer:

HTTP:/f192. 168, 1. 117:80/diag

Second The second HTTP address guides you to open diagnostic page on remote
computer. Go to some another computer in the network and open second HTTP address
in browser on that computer. This will verify, that SOAP server is accessible and not
blocked by firewall.

If the SOAP server is well configured, then there are no warnings highlighted with red
color on the diagnostic page and the diagnostic page should look like this one:
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{= Datalogger database SOAP Server - Diagnostic - Windows Internet Explorer

—n

|g, http://127.0.0.1/diag V||E||E||E| |E)5"§ ||EE|

Soubor  Upravy Zobrazit Oblbené polozky MNastroje  Napovéda

[ =1 =
il et

i Oblibené palozky | 95 @ Navrhované weby = & | Ziskat vice dopliikd ~ £ | no

| & s = @ * GStranka + Zabezpedeni » MNastroje @v

| »

| g Datalogger database SOAP Server - Diagnostic

Datalogger Database Server Diagnostic page

Service version: 1.0.0.75
Database version: 3.1
Supported database versions (MySaL): 3.1
Script generation time: 2.6.2010 8:13:05
Processing thread count: 8
Max attempts to DB store on error: 5
Max waiting messages in queue: 1000

Service is listening at IP : port:

« 192.168.1.117 : 80

Examples of SOAP settings configurable in device via TSensor program

Example for network interface with IP 192.168.1.117:

Targetweb page: http:/ | [192.168.1.117/s0ap |
IP address: (192 168.1.117
Sourceport: | @ Destination port: Sending interval: 5

Database diagnostics

s+ OK Connection to database established
« OK Used database account has sufficient rights
s+ OK The database is verified and supported by this version of service.

Statistic from the last service start

Last service start at: 2.6.2010 8:12:54

Received SOAP messages:

Successfully processed messages:

Refused messages from processing:

Acquired max count of messages waiting for processing:
Mumber of killed processing threads due to database error:

coocooo

Hotovo & Internet 4 - W% -

If i.e. you have configured the SOAP server with incorrect database user account, then
the diagnostic page will inform you about this:

Database diagnostics

« Failed: Unable to login with entered user name and password.

If diagnostic page opened on local and also on remote computer doesn’t show any
warnings, than you have successfully prepared the SOAP server. At this moment, you only
have to configure devices to send its measured values to this SOAP server.

Configure sensors via program Tsensor — configuration program for sensors and
transducers. Data acquisition systems you must configure via DBM MS Logger program.

There is Example of SOAP settings in program Tsensor on the diagnostic page (this
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settings looks similar in the program DBM MS Logger program):

Example for network interface with IP 192.1658.1.117:
Targetweb page: |hitp: | [192.168.1.117/s0ap
IP address: 192.168.1.117
Source port: 0 Destination port: a0 Sending interval: 60 s

You should enter all parameters as in this example. Only setting of Sending interval is up
to you. You can enter minimally 10 seconds, but we alert you, that entering short interval will
lead to rapid growing of the database if compression of online acquisition is not enabled (see
chapter 2.3.2.c Online acquisition compression settings).

If compression of online acquisition is not enabled then we recommend to use short
intervals (10 s) only when tuning data acquisition. But when you are sure that acquisition
works well, reconfigure all devices settings and set sending interval minimally on 60 seconds.
But recommended are values longer than 300 seconds (5 minutes).
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